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| | Here is a legal issue. This login page should provide a DSGVO compatible
message with links to privacy statements, coockie usage and so on. I under-
stand that this is provided with the registration, so every registered user has
agreed with all that legal staff, but this page is also visited by non-registered
users, and unfortunately it is a legal requirement to inform these users too. . 15
|| It is usual to provide two input boxes for password and email to reduce typos.
If email is mandatory a user can be successfully identified by that and a
username becomes superfluous. . . . . ..o A w L 17
| | If email confirmation is turned on and the email is not confirmed within a
certain space of time the account should be purged to allow:the user to re
enter its personal information because here again a clash results if the user
doesn’t receive the email for confirmation and tries to re enter the username
that will cause an error. . . . . . . . . ... .0 17
| | Why the green Jitter field remains empty after the test though the test has
bee performed successfully. This looks like a bug.and may cause unnecessary
question, so I recommend to put some value in that box when the test was
successful. . . . . oL LA 18
|| When logging in after the user language has been changed the "My room" widget
still appears in the former language.  Only after removing this widget from
the dashboard and reinstalling it.the language is actually changed. Although

still the room names are mixed language. . . . . . . . . . ... ... ... .. 19
|| Actually this link goes not exactly to the profile page but to the edit profile
page which may not be the primary intention. . . . . . . .. .. ... .. .. 19

Is there an automatic logout after a period of inactivity. If not I would recom-
mend it. If so I would like to mention it here. . . . . . . . ... .. .. ... 19

|| It would be easier for unexperienced users to just drop a line or send a message

to developers.  If unexperienced with this technique this website demands a

lot of time to familiarize with the procedure. . . . . . . . . . ... ... 19
|| Capitalization in these widget titles is inconsequential. In "My rooms" also a
capital R should be used. . . . . . . ... ..o 20
What’s the difference of private and public rooms? How private rooms can be
created? Who can be invited into a private room? . . . . . . . ... ... .. 21
|| The room names are set by default so the languages mix is amazing. . . . . . . 21
|| Please note again the inconsistency. The word functions should start with a
capital letter and besides there is only one function and not functions.. . . . 21
|| Please note again the inconsequential capitalization in this menu. . . .. . .. 22
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[ ] I'm unsure about the purpose of this tab because all the data and even more
are available from the Edit Settings tab too. So this information is rather
redundant. . . . . . ..o 23
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1. Messages can be send to users of the system only.
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[ ] As discussed at several places editing group membership would be a good idea. 25

It has to be specified what contacts are and how they are maintained. A better
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easily managed. . . . . . ... 25
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[ ]It would be nice if a message would inform the user that hitting the search
button is necessary to show a list. Alternatively a lIst of all users can be
displayed at startup . . . . . . ... S 26
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[ ] At the moment the only difference I can seeis that the logged id user can see
the own profile everything else makes no sense, but it makes no sense to see
oneself in this list too. The profile can be checked elsewhere and everything
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the list. . . . . . 26

[ ]I would suggest that users-who share their group affiliation can message and
invite each other. While user who don’t share a group yet can invite into a
group. Which is also.more consistent compared to the inconsistencies of the
contacts group discussed elsewhere. . . . . . . ... oL 26

[ ] A singe group of contacts is not specific enough for those users who share a
wide range of interests. It will be more useful to group these contacts. Also
I didn’t find a way to list contacts and to remove someone from the list. The
concept of groups is more promising, so I suggest add to group or invite into
group instead. . . . . ..o 26

|| This function is buggy. 1. The name in this dialog is the receipient not the
sender of the message. 2. the message never turns up anywhere, so it isn’t

send at all. probably. . . . . . .. .. Lo 27
[ ] Following the concept of groups as introduced above. I would be necessary to
allow a search for groups, either in the same or a different tab. . . . . . . .. 27

[ ] This list also shows user that are purged, which is almost meaningless information. 27

[ ] This list also shows invitations that have expired. A switch should be provided
for upcomming and past events . . . .. .. ... Lo 27
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[ ] Instead of just deleting an invitation expired invitations are better stored in
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Introduction

It is a great time to advance development of software like OpenMeetings right now. Not
only the urge to communicate in spite of the official restrictions to meet personally, but
also the time gained by being forced to home office favors the progress.

At its outset this manual is intended to achieve two goals providing instructions how
to use the software and inspiring with ideas how to further improve.
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1. Login

All dialogs in this section including the login dialog will be displayed in the language of
your browser settings.

Here is a legal issue. This login page should provide a DSGVO compatible message with links to privacy statements, coockie usage and
so on. I understand that this is provided with the registration, so every registered user has agreed with all that legal staff, but this
page is also visited by non-registered users, and unfortunately it is a legal requirement to inform these users too.

Login

Username or mail address ||
Password

Remember login
Forgotten your password? Network testing

Not a member? Sign in

Sign in with your login and password or register by pressing the Not a member?
button. Forgotten passwords can be restored by following the link, and the link
Network testing opens a new tab that allows to monitor the network connection.
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1. Login

Sign up
Sign up
First name Last name
Username Email address
Password Re-enter password

.Captcha text

By L:Eii:k'ing "Reqister”, you agree to our privacy
statement.

Register Cancel

Give name, username, email and your chosen password. According to the security
settings described in the configuration section of the administration chapter username
and password will be checked if they fulfill the requirements which are by default a
minimum length of 4 and 8 character for username and password respectively. Please
carefully check your email if it includes a typo your account can never be activated. If
the server is configured to use email confirmation this confirmation email will never be

received.

The Captcha text has to be entered. If it is impossible to decipher it use the refresh

button ~ to get an other one.
Registration abgeschlossen
© Sie haben sich erfolgreich angemeldet. Wir haben
eine E-Mail mit einem Verifizierungscode an lhre E-Mail-

Adresse geschickt. Bitte tberprifen Sie Ihren
Posteingang.

Ok

When successful and on the server email confirmation is turned on, an email will be
send to your email address. Click the link provided to complete registration. Please
note the language of that email will always be the same as in your browser.
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5,— Webinars Registri

Ihre Benutzerdaten:

Um Ihre Registration abzuschlieffen klicken Sie bitte auf den folgenden Link. Oder kopieren Sie die URL(Link) in Ihre Browser-Adressleiste. |
Klicken Sie um lhre E-Mail zu bestatigen

https:/i

4b0fcd3-becd-4592-9267-3f0babf14b12

:— Webinars-Team

It is usual to provide two input boxes for password and email to reduce typos. If email is mandatory a user can be successfully identi-
fied by that and a username becomes superfluous.

If email confirmation is turned on and the email is not confirmed within a certain space of time the account should be purged to allow

the user to re enter its personal information because here again a clash results if the user doesn’t receive the email for confirmation and
tries to re enter the username that will cause an error.

Forgotten passwords

Reset password

Using email address @ Using login
Your email address '

Captcha text

&

Send email with a reset link Cancel

The reset password dialog will send an email that contains a link to reset the password.
Two options are available input email address or login. The Captcha text has to be

entered. If it is impossible to decipher it, use the refresh button to get an other one.
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1. Login

Network testing

©Ping o Jitter # Upload speed * Download sp...
32 400 ms 1627 7027
Mb/sec Mb/sec

Ping start test.... .

Ping Average ping time 32 400 ms
Ping Packets received 10.000
Ping Packets lost 0.000

Jitter start test..._..

Jitter [ 33.000 ms , 33.000 ms , 34 000 ms , 33.000 ms , 31.000 ms ]
Jitter Average time 32.800 ms

Jitter Min time 31.000 ms

Jitter Max time 34 000 ms

Jitter Jitter: 1.200 ms ; -1.800 ms

Upload speed start test...Bytes uploaded 1.000 Mb ..
Upload speed start test.. Bytes uploaded 2.000 Mb ..
Upload speed start test.. Bytes uploaded 4.000 Mb ..
Upload speed Upload speed

Download speed start test.. Bytes downloaded 1.000 Mb ...
Download speed start test.. Bytes downloaded 2.000 Mb ...
Download speed start test...Bytes downloaded 4.000 Mb ...
Download speed start test.. Bytes downloaded 8.000 Mb ...
Download speed start test. Bytes downloaded 16 000 Mb __
Download speed Download speed

The figure shows a typical network test result. If you use a regular Internet connection
upload speed will be much lower than download, which may become an issue if you
upload a lot of stuff during the meeting. Therefore it is recommended to upload files in

advance. If the conference takes place in the Intranet it doesn’t matter so much.

‘Why the green Jitter field remains empty after the test though the test has bee performed successfully. This looks like a bug and may
cause unnecessary question, so I recommend to put some value in that box when the test was successful.
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2. Menu Home

2.1. Dashboard

The dashboard is the main window that opens after login.

% MyOpenMeetings Contacts and messages | Profile | Logout | Report a bug | About
Home ~ Rooms Recordings ~
© Welcome © Getting Started
2 Create a conference, quickly!
s Hello Madonna DaVinci
@) Press start
Timezone Europe/Guemsey -
Unread messages 0 © choose om

Edit your profile ) Check seiup
Upload new image © N P
€ start conference
Help and support START
MyCpenMeetings, your web conferencing platform. You can either follow the 1-2-3 steps to 2

Project website (hitps:flopenmestings apache.org)
" s 933P J entera conference room directly or you choose the Calendar o set up and plan a meeting

User mailing list (ntips://penmeetings.apache. org/mailing-ists. htmi)
Network testing

Calendar

Check setup
© My rooms
My conference room (for 1-16 users) @ e Click on a room to get the room details
Users0/25 | @ Room #
Comment

My presentation room (for 1-120 users) @ ey | Usersinihis reom
Users0/120 | &
Private Conference Room

x Enter

Users0/32 | o

When logging in after the user language has been changed the "My room" widget still appears in the former language. Only after re-
moving this widget from the dashboard and reinstalling it the language is actually changed. Although still the room names are mixed
language.

The dashboard contains two menus and a variable number of widgets. The menu in
the upper right corner allows instant access to various basic functions. In the lower right
corner by clicking the blue bar a chat.can be opened.

The upper right menu contains the following items.

Contacts and messages The build-in Email client

Profile The user profile section

[Actually this link goes not exactly to the profile page but to the edit profile page which may not be the primary intention. ]

Logout It is recommended to logout after using this software

Is there an automatic logout after a period of inactivity. If not I would recommend it. If so I would like to mention it here.

Report a bug This is just a link to a website where a database of bugs is maintained.
It takes a bit of knowledge though to understand the workings.

It would be easier for unexperienced users to just drop a line or send a message to developers. If unexperienced with this
technique this website demands a lot of time to familiarize with the procedure.

About will display the current version and build.
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2. Menu Home

The next menu on the left, just below the logo has 3 submenus (Home, Rooms, and
Recordings) for common users and an additional Administration submenu for adminis-
trators. The first menu item in the Home submenu will always bring you back to this
dashboard.

In this dashboard the following widget are displayed.

Widgets

Welcome Basic user information and support
My Rooms Private rooms details
Getting Started Four step wizard
Recent Rooms Resently visited room details

Admin Functions Cleanup function is only accessible to‘administrators

[Capitalization in these widget titles is inconsequential. In "My rooms" also a capital R should be used. ]

< My rooms & %

If all enabled a user sees four widgets: Welcome, My rooms, Getting Started, Recent
Rooms. Each widget title bar contains a triangle on the left which by clicking minimizes
the widget. On the right two icons allow to refresh the content of a widget or delete the
widget.

If deleted the widget can be reinstalled in the widget customization window of the
user profile (see below).

Welcome widget provides some useful links to upload or change the user image, to
unread messages, to edit personal data of the profile, some help and support websites,
network test, and check and setup of multimedia devices (microphone and webcam).

< Welcome

? Hello Kamhamea K.
Timezone Affica/Ceuta
Unread messages 0

Edit your profile
Upload new image

Help and support
Project website (https:/fopenmeetings.apache.org)
User mailing list (https://openmeetings. apache. org/mailing-lists. html)

Network testing
Check setup

Getting Started gives a four step instruction to start a conference. This section also
provides the start button—to start a meeting immediatly—and a calendar—to plan it
in advance.
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2.1. Dashboard

< Getting Started

Create a conference, quickly!
@ Press start
'9 Choose room
't" Check setup
gj Start conference

smd ey — Webinars, your web conferencing platform. You can either follow the 1-2-3 steps to START

enter a conference room directly or you choose the Calendar to set up and plan a meeting Calendar

My Rooms lists private rooms. If a room is selected details including the guests in
this room are displayed.

< My rooms
Mein Konferenzraum (fur 1-16 Benutzer) @ Enter Glick on a room fo get the room defails
Users0/25 | & Room #
Comment
My presentation room (for 1-120 users) @ Enter Users in this room

Users0/120 | ¢

What’s the difference of private and public rooms? How private rooms can be created? Who can be invited into a private room?

[The room names are set by default so the languages mix is amazing. j

Recent Rooms is a list of rooms recently entered. ‘Also if selected room details are
displayed.

Mein Kenferenzraum (fur 1-16 Benutzer)
{ o Enter

Users0/25 | &

Click on a room o get the room details
Room #

Comment

Users in this room

The administrator additionally sees an additional widget, Admin functions.

[Please note again the inconsistency. The word functions should start with a capital letter and besides there is only one function and ]
not functions.

Admin Functions holds a button "Show cleanup report", which when pressed displays
a dialog with various memory information.

< Admin functions

Admin functions

Show cleanup report
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2. Menu Home

Cleanup report x

e Upload folder: 2.8 MB
o profiles: 220.5 KB
= invalid: 0
= deleted: 0
= missing count: 0
o import: 0
o backup: 0
o files: 2.6 MB
= invalid: 0
= deleted: 0
= missing count: 0
« Streams folder: 810.2 KB
o final: 810.2 KB
= invalid: 0
s deleted: 0
= missing count: 0

A Cleanup

Ok

Profile

The user profile subsection can be accessed from the dashboard by clicking the

link in the Welcome widget or in the upper right menu as described above. The profile
page offers the following tabs.

My Profile Read-only information about the user.
Contacts and Messages The build in email client.
Edit Settings Profile editing window.

Search User Looking for specific users.
Invitations Manage invitations

Widget Customize the dashboard widgets.

[Please note again the inconsequential capitalization in this menu. ]
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2.1. Dashboard
My Profile

Home - Rooms ~ Recordings -

My Profile Contacts and messages Edit settings Search users Invitations Widgets

? Name b
L Timezone  Africa/Ceuta
Member sinceFri Apr 03 18:00:25 CEST 2020

Field's of interest
My offerings ‘

4
My interests ‘

4

Contact information
Phone
Street/No
Post code/Town
Country
Address

This tab shows some of the personal information. Data cannot be changed.

I’'m unsure about the purpose of this tab because all the data and even more are available from the Edit Settings tab too. So this in-
formation is rather redundant.

Contacts and Messages

This tab provides a simple email client, so emails among member of a community can
be managed from here.

Home - Rooms - Recordings -

My Profile  [OUIERSPEICEIEEEN  Edit settings | Searchusers | Invitations | Widgets

g New mail Messages (0) Pending contacts (0) -
Sinbox 8 _tleenn @ Contacts and

= “From * Subject % Send messages (0)

g?emn . Name Actions
gTrasl

g Add folder

From
To:
Subject:

This tab allows to send messages. Several text formating options are available.
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Write new message x

To |

Subject

o

.
=
~
&
=
[l
[
it
1]
[
(]
]
(]

Book conference room

Send Cancel

With an message it is possible to book a conference room if the Book conference
room checkbox is clicked.

Write new message x
To: | 6
* £, dummy@dummy.com
Subj
A~ B I 5 u = = = = = = = =

Book conference room

Type\ conference (1-25 Users) v‘ @ Add an optional request for meeting to
the message and create a conference
room. The event is then copied in the
calendar of every participant.

Start 04104720 B 1027
End  o404r20 Bl 127

Send Cancel

Also as with many email clients around, it is possible to create new folders to store
messages separately.

Add folder ®

Title | |

Add Cancel

This email client raises several security issues though.
o It does not include filters, so every user is exposed to spam
o Fmails can be send to all users not only to established contacts and group members
e The address line exposes the full email address of a user

o This client can be abused to send spam as any email can be entered into the address
line.

To solve these security issues would suggest the following restrictions

1. Messages can be send to users of the system only.

2. The email address is hidden and only the screen name shown instead.

3. Only to established contacts free text messages are allowed 1l others receive preformed messages only such as : invitation or contact
request.

24



2.1. Dashboard

Edit Settings

Home - Rooms - Recordings -

My Profile | Contacts and messages | [STESNEI Scarchusers | Invitations | Widgets

User details x
Change password ?
Current password
Email address 3 RELIE

Title/first name %

Last name Upload new image

Display name Kamnarea K.
Timezone Aftica/Ceuta
Language |Engish Community settings

Erone Show contact data to everybody

Show contact data to contacts only

Show contact data to nobody

Birthday 47320
StreetiNo

Ll

Post code/Town

My offerings
Country Choose One
Address Yl
My interests
4
Usergroup| 1T_development Z

privacy statemert

This tab allows editing all the user information, upload a picture, change password.
The community settings allow to set some communication channels. One may specify
to whom contact data will be accessible. nobody, everybody or contacts only. Group
affiliation cannot be changed this has to be done by the administrator.

[As discussed at several places editing group membership would be a good idea. ]

It has to be specified what contacts are and how they are maintained. A better option would have been group members which is well
defined and can be easily managed.

The fields offerings and interests may help to channel some advertising features among
the members. This is an interesting feature that can be used when searching users to
communicate or invite.

This tab also offers a privacy statement.

I wonder if this is actually used or just a stub. Because I heven’t seen it working when testing the email client.

Search User

Home - Rooms ~ Recordings -
My Profile | Contacts and messages | Edit settings Invitations | Widgets
Free text Search result
m 100 7]ie a1 5 »
TR Name Timezone Offers Searchs Actions
i -3 4
User looks for 0=as
Orga #
a
Search v Bas
(+I=P-9 4

~_Chat

This tab allows to search user in the system. Please note the empty list at startup.
If you want to browse all users registered with the system just hit the search button
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2. Menu Home

with all the input fields left empty. Otherwise you may want to narrow your search by
putting text fragments into the input fields.

It would be nice if a message would inform the user that hitting the search button is necessary to show a list. Alternatively a lst of all
users can be displayed at startup

Each user row contains the screen name and username (login), time zone, offers, and
searches. The last column provides some action buttons. The indicator left of the name
shows whether a user is off-line (red) or online (green).

[Displaying the username at this point is not only superfluous but may raise security issues. It can be omitted and space saved. ]

Of course which buttons are shown depends on the user.

At the moment the only difference I can see is that the logged id user can see the own profile everything else makes no sense, but it ’

makes no sense to see oneself in this list too. The profile can be checked elsewhere and everything else is already known of course, so
the own record row can be omitted from the list.

I would suggest that users who share their group affiliation can message and invite each other. While user who don’t share a group yet
can invite into a group. Which is also more consistent compared to the inconsistencies of the contacts group discussed elsewhere.

© Add to contacts. Here a special group of contacts can be created.

group these contacts. Also I didn’t find a way to list contacts and to remove someone from the list. The concept of groups is

A singe group of contacts is not specific enough for those users who share a wide range of interests. It will be more useful to
more promising, so I suggest add to group or invite into group instead.

£d Send private message. This opens the same dialog to compose an email as
in the Contact and Messages.

& Show user profile. This shows the user profile data in a dialog.

# Invite user to conference room. Allows a user to invite to a room.

Invite user to conference room ®
@ Choose a conference room. The invited user will get
a message with your name and a link to the room.
Public rooms
Public Interview Room @ T
Users0/16 ¢
Public Presentation Room @
Invite -
_I. lmmwm AN - "
Private rooms
IT-developer meetings @ irmvite
Users0/4 &
Private Conference Room @ :
Invite
Users0/32 @
Cancel

By that dialog a user can be invited to a specific conference.
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2.1. Dashboard

If invited the next dialog indicates that a message is about to be send.

This function is buggy. 1. The name in this dialog is the receipient not the sender of the message. 2. the message never turns up any-
where, so it isn’t send at all. probably.

Invite message %

kawsedenas would like to invite you to the conference
room: Private Conference Room

_IEnter room after sending invitation

Send invitation Cancel

(Following the concept of groups as introduced above. I would be necessary to allow a search for groups, either in the same or a differ- }
ent tab.

Invitations

This tab allows to browse and delete invitations

Home ~ Rooms - ings - Admini ion -
My Profile Contacts and messages Edit settings Search users m Widgets
Validity -
ID g Recipient Invitation

4 Period D4

B Period Validity peried Period

1 Period Recipient "Carmen Mu:

3 Period A i e

Valid from 24 Mar 2020, 12:55.00
6 Period b7fc-3e669cc0c3c9 Purged b6931b5d- Valid to 24 Mar 2020, 14-00-00
964e-435b-b7fc-3e669cc0c3c9” <null>

(This list also shows user that are purged, which is almost meaningless information. )
(This list also shows invitations that have expired. A switch should be provided for upcomming and past events J

Instead of just deleting an invitation expired invitations are better stored in an archived, so a button to archive should be provided
along with the delete button. This button is not necessary though if all expired invitations are archived automatically, which is what I
would prefer.

(If an invitation to an upcoming event is deleted the invited person should receive a disinvitation/cancelation message. J

The table contains a column Validity period. What does that mean? In all systems that I tested only "Period" was in that column,
which is quite redundant.

27



2. Menu Home

Widget

Home - Rooms ~ dings - Admini ion -

My Profile Contacts and messages Edit settings Search users Invitations m

Rooms in this section are created for personal usage. There are some standard rooms plus the ones that are

My rooms created through the calendar and have a start and an end date. The rooms created via the calendar are only listed Display
in this section as long as they are valid

Recent Rooms This sections displays rooms recently opened by you Display

Welcome Widget displaying basic user info and support links Display

Golling Starled MyOpenMeetings, your web conferencing platform. You can either fp\low the 1-2-3 steps to enter a conference Deia)
room directly or you choose the Calendar to set up and plan a meeting.

Admin functions General Admin functions Display

I

This tab allows to customize the-dashboard. This option may become useful for
experienced users who need their space to maintain all conference rooms and are no
longer interested in getting started and support links.

Please note administrators get an additional widget option on this tab Admin func-
tions which is not available to common users.

2.2. Calendar

The calendar page gives an overview of meetings scheduled on this system and allows to
schedule meetings and to invite users.
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2.2. Calendar

% MyOpenMeetings Contacts and messages | Profile | Logout | Report a bug | About

Home - Rooms - Recordings -

Add External Calendar || Sync «| < | > | » |wy| | @ April 2020 Monih | Week Day

sun Mon Tue Wed Thu Fri sat
1 2 3 4

~ Chat

The two buttons to the left allow to synchronize with an external calendar. By pressing
Add External Calendar a connection can be configured.

Calendar Details *®

Title [New Calendar
External CalDAV Calendar
URL

Username

Password
Google Calendar

Save Cancel

By checking the Google Calender checkbox the dialog adapts. If saved the calender
then can be synchronized by pressing the Sync button.

[I don’t know whether this feature actually works. I didn’t test it. ]

On top of the calendar panel are the navigation buttons.

PAT 4 > 0» today ] April 2020 Month | Week Day|

A today button to jump back to the current day, and a calender icon button. The
view options can be changed by the three almost right buttons.

When clicking a particular date a dialog opens which would allow you to schedule a
meeting.
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2. Menu Home

Event details ®
Room Advanced
Title New Event
Start 13104120 Bl1| 16:04 ©
End 13104120 || 17:04 ®
®Attendees
Location ‘I
A~ B rs 5 u = = . =

]
[
]
(]
g
&
ul
fi

Comment

Save Cancel

This dialog has three tabs: General, Room, and Advanced. The general tab is open
by default. It looks a little bit different depending on your status as administrator or
common user. If administrator you are able to invite whole groups while common users
only can invite single users.

Event details x

Room Advanced

Title ‘New Event

Start 13104120 | 1659 ©
End 13104120 B 1759 ®

®Attendees

OGroups

Location

v B I &

]
i
i
Tl
Tl

S

i s 2

i

Comment

Save Cancel

Adjust the data to your needs and proceed to the next tab.

The location input field makes no sense to me as all meetings happen in virtual rooms and the input never pops up anywhere.

Event details ®

General @ Advanced

»ICreate/Modify appointment special room

Room type | conference (1-25 users) v|

Moderated

Room Choose One v
Save Cancel

In the Room tab you have virtually two options. You may either create a new one
(this option is checked by default) or use an already existing room (uncheck this option
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2.2. Calendar
then).
Event details =

General m Advanced

MCreate/Modify appointment special room

Room type conference (1-25 users) v|
Moderated conference (1-25 users)
Room | presentation (1-150 users)

interview (1:1 meeting with recording)

Save Cancel

If you decide to create a new room you may chose one from the three existing tem-
plates.

Event details ®

General m Advanced

[ICreate/Modify appointment special room

Room type conference (1-25 users)

Moderated

Room Choose One v
Choose One

Conference room with microphone option set

Presentation room with microphone option set wncel

Public Conference Room

Public Interview Room

Public Presentation Room

Public Video And Whiteboard Room
Public Video Only Room
IT-developer meetings

Private Conference Room

If you uncheck the box you may chese one of the existing rooms. Those include rooms
created by default, when you first logged in or those created by the administrator.

The Moderated checkbox is enabled for newly created rooms only because with
existing rooms this feature is already defined. Checking this box probably has the
same consequences as in previous versions. The first user who enters the room will
automatically become this rooms moderator. The next users have to ask for moderator
privileges.

[I would suggest the user who invited will automatically become the moderator. If this is the case by default it has to be explained ]
here.

In the Advanced tab you may set the notification type. iCal is chosen by default.
Other options are simple email and no notification at all.

I have no idea what iCal means, but it has to be explained here.

31



2. Menu Home

Event details ®

General Room Advanced

Notification type [iCal email [~]
CPassword prote‘ do not send notification

Password simple email

Password protect ICal email pents
when you save the calendar event, not the room! That means if you save the event
multiple times but with different passwords every participent receives a new link that
has a different password. But old links still work once send!

Calendar \ V\

Save Cancel

Next, checking the password protection checkbox allows to give a password every user
has to give before entering the room. Please note that only links but not the rooms are
password protected. That is the link cannot be opened if password islost but the room
still can be entered of a user who has the priviledge.

[Room protection passwords seem more intuitive to me. ]

When saved invited user will see the scheduled meeting their calendar too.

[It would be a good idea if the inviter/organizer of a meeting would see it in the calender differently marked. ]

sun Mon Tue

5 6 7

11245 Chatter

19 20 21

Also the meeting will pop up in the My Rooms widget of the invited user but not
the inviter.

[Is this a bur or intentionally left that way? I have no idea why. )
< My rooms.
My conference room (or 116 usrs) © B [
Users0/25 o Room Chatter #25

Gomment
My presentation room (for 1-120 users) @ ey | Usersinthis oom
Users0/120 | &

Chatter @
Users0/50 | &

Enter

When selected the box right to it will show the details.

[Strange enough the comment and the location will not show up. Just the room title and the number. The latter is of no use to com- ]

mon users.
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This menu manages rooms.

[Instead of just room listings I would also expect menu items to create and modify rooms. J

By default the system creates a bunch of rooms for every new user, which for most users is not necessary and makes maintenance cum-
bersome. There should have been a configuration option which rooms have to be created for a newly registered user.

If you hover this menu for the first time only three items are visible. Those include
Public rooms, Private Rooms, and My Rooms. Whenever you click one of these three
menu items you will get a list of rooms as explained below.

m Recordings

Public rooms
Private rooms
My rooms

If you already have entered a room after a separator a list of recently visited rooms
will appear. One clicking one of these you will immediately enter this room.

m Recordings -

Public rooms

Private rooms

My rooms

Mein Konferenzraum (fiir 1-16
Benutzer)

My presentation room (for 1-120
users)

Conference room with
microphone option set

IT Besprechung

Private Conference Room

3.1. Public Rooms

Public rooms can always be entered they are created by default when the system was
installed. Webadministarators can create new rooms and change existing ones.
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Public rooms

@ public rooms are accessible for all users

Conference room with microphone option set @ Click on a room to get the room details

Enter

Users0/32 | @ Room #
Comment
Presentation room with microphone option set @ o Users in this room
Users0/100 o
Public Conference Room
o Enter
Users0/32 | @
Public Interview Room @
Enter
Users0/16 | &
Public Presentation Room @
Enter
Users0/100 | ©
Public Video And Whiteboard Room
. o Enter
Users0/32 | &
Public Video Cnly Room §
= L Enter

Users0/32 o

These rooms can be entered without permission

3.2. Private Rooms

Private rooms are exclusively managed by you. While everyone can enter a public room.
Private rooms can only be entered following an invitation. So you may want to invite
someone into your private room to discuss undisturbed.

Private rooms

@ Private rooms are only accessible for users of the same usergroup

diélqgjnlem Environment Cosmetics

Private Conference Room @ Enter | Click on a room to get the room details
Users0/32 & Room Private Conference Room #8
Comment
Users in this room

Please note a webadministrator can always change your private rooms as well.

3.3. My Rooms

In this section two private rooms are displayed by default. Additionally, all rooms you
are invited too will be also listed here.

My rooms
ooms in this section are created for personal usage. There are some standard rooms plus the ones that are created through the calendar an
[ t it ted for p Ti tandard i that d th h th o d

hoten o ctart and an and dafn Tha ranme arnatad vin tha aolandar am anhs lietad in thie_eantinn e lane ae thou oo ualid

MMy conference room (for 1-16 users) @

Click on a room fo get the room details

Enter
Users0/25 | & Room #
Comment
My presentation reom (for 1-120 users) @ Entor Users in this room
Users0/120 | & .
Private Conference Room @ T

Users0/32 | &
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4. Menu Recordings

The recordings menu contains just one item.

Recordings

Which when clicked shows an explorer like menu structure with all items empty at

startup. Folders will be filled with recordings during a session.

:gm MyopenMeetings Contacts and messages | Profile | Logout | Report a bug | About

Home - Rooms - Recordings -
B
@F’UDIIC recordings

@Gmup recordings (dialog.intern)
@ Group recordings (Environment)
@Gmup recordings (Cosmetics)
@Gmup files (dialog.intern)

@Gmup files (Environment)

@ Group files (Casmetics)

0/0

MName
Length
Date
Room

If the moderator records during a session this recording will pop up in his folder.

.
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Fg P 0
s My re‘:DrdingS

PA
=5 i §
@Publlc recordings
E.

@Gmup recordings (dialog.intern)
E.

@Gmup recordings (Admin)
=

@Gmup recordings (Cosmetics)

E.
@Gmup recordings (Environment)

E.
@Gmup files (dialog.intern)

E.
@Gmup files (Admin)

=]

@ Group files (Cosmetics)
E.

@ Group files (Environment)

The file being moved to a public folder by drag and drop will be available to a group
or all users then.
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@Gmup recordings (dialog.intern)

@Gmup recordings (Environment)

@Gmup recordings (Cosmetics)
' @ Group files (dialog.intern)
@ Group files {Environment)

@ Group files (Cosmetics)

New folder can be created by clicking the icon in the recordings folder panel toolbar.

Add folder x
Title  |New folder

Add Cancel

The new folder Private then appears below the my recordings folder.
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B i
T My re{:DrdingS

=
Public recordings

. ﬁRecording 202004 05 14:48:06@
? @Gmup recordings (dialog.intern)
? @Gmup recordings (Admin)
7 @Gmup recordings (Cosmetics)
7 @Gmup recordings (Environment)

E.
@Gmup files (dialog.intern)

8
@Gmup files (Admin)

=
@ Group files {Cosmetics)

E.
@ Group files (Environment)

Here is probably a problem with recordings with the Firefox browser as all these recordings show an exclamation mark and playback of
these recordings is impossible.
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This chapter is about the function listed in the administration menu and therefore
mostly answers questions concerning the administration of the web interface. Questions
concerning system administration are rather tackled in the System Administrator
part of the manual.

Actually when studying administration the role of an administrator is twofold. 1. There are administrative tasks the affect the whole
system such as configuring the email system, but 2. the administrator has tasks to configure rooms that is rather in a moderator’s re-
sponsibility such as uploading files. Therefor an administration hierarchy is required System Administrator and Room (conference) Ad-
ministrator

Home ~ Rooms ~ Recordings - Administration ~
= Welcome Users
_ Connections
? Groups
Hello firsthame lastname
- Conference rooms

Timezone Europe/Berlin

Configuration
Unread messages 0

Edit your profile Language editor
Upload new image
LDAP
Help and support OAuth2

Project website (hitps://openmeetings.apache org)

User mailing list (hitps:/openmeetings.apache.org/mailing-lists
Network testing Email management
Check setup

Backup

and the Admin function section.

© Admin functions

Admin functions

Show cleanup report

Each administration page consists of two panels. On the left panel a list is displayed
while the right panel shows details to the item selected in the list. Often the right panel
also allows editing some of the properties. Please keep in mind that those changes are
applied only if the save icon in the toolbar was clicked.

On top of the left panel always a navigation toolbar is displayed.

10

£

175
| 100

4

| 200

e The dropdown listbox allows to chose the number of raws displayed in the table
below.

e The next 4 items in the navigation control include
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5. Menu Administration

— fist page

— Pprevious page

— current page number
— next page

— last page
o Finally a search input is offered

On top of the right panel always an edit toolbar appears that might change dependent
on the content.

= Save

+ Refresh

+ New record

° Restore

« Delete

* Purge

5.1. User Administration

On the left panel a list of users can be browsed. The columns are sorted by id by default,
but you can change sorting by clicking the up/down icon next to the column name. The
tool bar above the column headers allows to select the number of user per page, navigate
through the pages, .and search the user database. This search ignores case and applies
to all columns.

ID Legin First name Last name

1 admin firstname lastname

2 Tempo Jirgen Oster

3 Mexonaut Max-Peter Mustermann

4 Mexonaut2 Maximilian Mustermann2

5 Carmens Carmen Musterfrau

6 Bremspedal Hartmut Corona

7 Brechstange Corona Peters
Purged be6c8ebc- Purged bebec&ebc- Purged bebc8ebc-

8 010f-4e55-878a-  010f-4e55-878a- 010f-4e55-878a-
2ed7i7T1eti6e 2ed7i71etf6c 2ed7f71e1fBec

The list on this picture show two users that are no longer active. While user with id
3 is deleted it can get activated again by the administrator and while a deleted user in
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that stage exists nobody else can use the username or email of that user. This is only
possible when purged (user 8). A purged user cannot be activated again. The record
though remains in the system.

[In order to improve clarity of the user list purged users should e hidden by default the more as they also take a lot of space and is not ]

editable any more, and deleted users as well should be made hidden by a switch.

The right panel displays the details of a user selected on the left. Most of the fields
are self explanatory:.

] o + ® o

User details
Login admin
Password
Email address webmaster@my-domain.de
Title/first name Mr |~ firsiname
Last name |astname

Display name firstname lastname

Timezone | Europe/Berlin >

Language Englisch i
Phone

Birthday 19/03/20 B

Street/No

Post code/Town
Country Germany >
Address

Usergroup [, admin

Type user v
Owner ID
Inserted 19 Mar 2020, 19:39.03
Updated 2 Apr 2020, 09:22:44

@ check "Timezone message” to give users a message next time they login to
update their profile

Timezone message [
Rights [ goap [ «Admin [ *Login | [ Room
x Dashboard

Community settings

O Show contact data to everybody

(O Show contact data to contacts only

® Sheow contact data to nobody
My offerings

My interests

The toolbar of an active user provides the following functions.

Save This button has to be pressed to write the edited data to the database.

Refresh Reloads the data from the database.

New record Displays an empty record which when saved adds a new user to the database.

Delete record The record is marked as deleted, so the user cannot log in any more but
the administrator can activate the user again. The username cannot be used.
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Purge The record is removed from the system an cannot be activatd again. The user-
name is free to be reused again.

[As purging is final and cannot be reversed. I stronly suggest a two step procedure, so only deleted users can be purged. j
[Purging a record is only possible if a dummy email is entered. Testing for a valid email field before purging makes no sense at all. ]
[Regis‘cer a new user by admin doesn’t work if confirmation email is on. Because the user doesn’t ]

The toolbar of a deleted user does not contain the delete and save function any more
but a restore function instead. When restored the toolbar changes to normal and the
record can be edited again.

Refresh Reloads the data from the database.
New record Displays an empty record which when saved adds a new user to the database.

Restore Activates the record, but as it contains dummy data, of course, it has to be
edited before it can be used again.

Purge The record is removed from the system an cannot be activated again. The
username is free to be reused again.

The toolbar of a purged record shows dummy data to prevent duplicates in the
system that may cause dysfunction.

[These dummy data may be useful for the system to operate properly but are useless, confusing and spacious. j

Refresh Reloads the data from the database.
New record Displays anempty record which when saved adds a new user to the database.

Restore Activates the record, but as it contains dummy data, of course, it has to be
edited before it can be used again.

Purge The record is removed from the system an cannot be activated again. The user
name is free to be reused again.

(The toolbar of a purged record still contains refresh and purge which makes no sense any more. ]

If a purged record is re-introduced into the system, does this procedure reset all the personal information in the system connected with
the previous user of the same id. This has to be tested carefully.

Most of the fields on the right panel are self explanatory. Some of them however need
further clarification.

Usergroup This field contains a list of groups that can be generated and modified by
the administrator (see below the section groups).
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Type The type is set to user by default.
Type user
Inser‘ted: Idap |

Updated | oauth

@ Gheck "Timezone messag| extemal in to

update their profile.
th i | contact

Where information about the other user types can be found?

Right The rights of a user can be choosen from a list.
#* e S B R e S 1

Ty massye 1
Rights [ | l

%’m&;@ SR Admin
Higng ROOM

e ) Dashboard

e o Login
Bl afgasibgs

Soap

The rights of a normal user look like

Rights *Login | | * Dashboard | | = Room

And an admin by contrast has the following more rights

Rights ><L0_g|h_ * Dashboard xAd_r_nm

*Sopap | | *Room

Access denied. You are not authorized to perform this action.

Home || Logout

5.1. User Administration

Login The user can login. Email confirmation is no longer required.

What is the meaning of having no login access?

Dashboad User has dashboard access.

Room User has room access. It is possible to send invitations to a room and after login
the user will immediately enter the room. If the user exits the room (and has no
dashboard rights) an access denied error message will be displayed. The user can
reenter the room only if the url was entered into the address line of the browser or
the invitation link of the email clicked. Sometimes the browsers back button will

also work.

Access denied. You are not authorized to perform this action.

Home || Logout

In such cases the error message page should provide instead of a home button with a link that doesn’t work a button with a ]

[link back into the room.

Admin User is admin and has access to the admin menu.
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5. Menu Administration

Soap No idea.

What SOAP means?

An admin can enter a new user. I the right of Login is granted the user can login
without email confirmation.

SIP mentioned in the type 2 Manual is no longer available. What is it anyway?

5.2. Connections Administration

Here an administrator can see all the users connected to the system, review the details of
the connection, and disconnect. A user ejected from the system is still able to reconnect.
In order to prevent reconnection an administrator has to delete the user first.

50 |v |:| ST sessionid TEQES511CEBAEAITCCA3DC1 788208927
I pageld i) |
pre Login C_onnectedRouml el il User [id=1, firsiname=firstname, lastname=Ilastname, login=admin |
: o SEaRS i Bams pictureuri=null. deleted=false. languageld=1, address=Address [id=1,
himl5 admin 02/04/2020 htmi5 Unenroll | e q user country=DE, street=null, town=null, zip=null, deleted=ralse

user

email=webmaster@dummy-mail. com, phone=null], externalid=null
type=user]

room null

uid 6777e846-eTae-43d2-bi9f-6406004¢9890

sid 08ce17b5-34e1-4133-a51-b597daddebbe

remoteAddress 10.0.12.161

rights. 0

activities 0

streams
connectedSinceThu Apr 02 11:18:01 CEST 2020
cam -1

| mic -1

width 0
height ]
| serverid server-1
pictureuri fprofile/1?anticache=1574954534000

Again the screen
shows two panels in the right panel the connections are listed. The navigation bar is
virtually the same and with the user administration. The column headers are different
though and not all of them self explanatory.

Type probably describes the user client’s capabilities. In this case the browser is capable
to handle HTML5.

Login Login name of the user

Connected since Start of the connection

[The time as shown in the previous version/manual would be more important here that just the date. ]

Room/scope The room which the user is connected to, and if no room is chosen just
the type is displayed.

idea to make the Administration menu at least partially available to administrators wathing a presentation in some of the
rooms.

The administrator never can show the room as when in a room the Administration menu is not available. It would be a good ’

Unenroll user This column contains a button which when pressed disconnects the user.
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5.2. Connections Administration

Server Name This column makes no sense to me.

What is that content useful for? To my knowledge only one server can run with the system. If not where and how additional
servers can be installed and configured?

The CSS has to be improved: some more space left of the table to align it with the toolbar. Also the slider should be aligned with the
table header. Also it would be fine if sorting options as with the user table would be available, and the left panel re-sizable.

The right panel displays details of the connection highlighted on the left panel.

sessionld self explanatory

pageld ‘What does a page mean in this system?

user A dictionary with all the user information entered by the user

room rooms used by the user

uid ‘Where this information is generated and what it is used for?

Sid Where this information is generated and what it is used for?

remoteAddress IP address used by the user

Why this list is empty? An administrator has all rights I suppose.

rights
activities What does activities mean?
Stl‘eamS ‘Which streams are listed and what format is used?
connectedSince Contains date, time, and timezone information
cam if webcam is on.or off
mic if microphone is on or off
width Webcam size
height Webcam size
serverld Same as on the left panel

pictureUri The picture stored in the system
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5. Menu Administration

5.3. Groups Administration

This section allows to browse existing groups, edit group properties, and add or remove
users.

ID Name
dialog intern Usergroup
12 Admin Name dialog.intern
Logo
Upload new image
Tag
Add user -
50 [v] e <a 1 Search
ModeUser D
O  admin [firsthame lastname] x
O  Mexonaut2 [Maximilian Mustermann2] ®
m} Carmens [Carmen Musterirau] ®

Group files are restricted []

Limits enabled (]
Recordings expire in 0 : days
Expire reminder sentin 0 < days

The left panel lists the groups defined on this server. The right panel displays the
details and allows editing of a selected group. When the save icon is pressed data are
stored in the database and the table on the left panel is refreshed.

Name Group name

Logo A picture serving as a group logo can be uploaded.

Where is this logo displayed in the system.

[This manual and a help text attached to this input should explain usage and preferred size. J

Tag Tag characterizing this group can be added.

The tag field has to be explained in more detail. Is there tag database, so that tags known to the community can be used.
Tags should also appear in the table at the left and become searchable.

Add user In this dropdown list users can be chosen.

The dropdown field to add user seems to be inconvenient if a lot of users exist on the system. so a search dialog would be
more appropriate.

Mode|User This control consists of the usual navigation bar that controls an adjacent
list hox were users can be checked and deleted.

The list box tat shows the users of a group displays only three users at a time but may contain much more, so it would be a
good idea if this dialog would be resizable

The delete icon is self explanatory, but what is the meaning of the checkbox left to the user name?

Group files are restricted This field can be checked.

[ but at least this manual has to explain what group files are and what kind of restrictions are employed to these files. ]

Limits enabled This field also can be checked.

[ but again at least this manual has to explain what limits ne has to keep in mind. ]
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5.4. Conference Rooms Administration

Recordings expire in A number of days can be set.

Which recordings are meant by that. The recordings of a whole session or the recordings made by a user of the own desktop.

[At least this manual has to explain what the default value ’0’ means. Infinity? ]

Expire reminder sent in A number of days can be set.

Instead of sending a reminder in a couple of days it would be more useful to send a reminder a couple of days before expira-
tion. And again the meaning of the default value has to be explained.

The former manual mentioned that a user will be asked which group he wants to join after having logged in. Now, a user when logging
in is no longer asked which group connect to. Does that mean the connection is made to all groups?

[The other group properties have to be explained too in more detail. It is in particular necessary to mention purpose and how to use it. ]

5.4. Conference Rooms Administration

This section is to define conference rooms that can be attended by users of a particular
group.

Left pane

The left pane lists all existing rooms.

ID Name Public
1 Public Interview Room true
2 Public Conference Room true
3 Public Video Only Room frue
4 Public Video And Whiteboard Room true
5 Public Presentation Room true
6 Presentation room with microphone option set true
7 Conference room with microphone option set true
8 Private Conference Room false
9 Mein Konferenzraum (fir 1-16 Benuizer) false
10 My presentation room (for 1-120 users) false
11 Mein Konferenzraum (fir 1-16 Benuizer) false
12 My presentation room (for 1-120 users) false
13 My conference room (for 1-16 users) false
14 My presentation room (for 1-120 users) false
16 My conference room (for 1-16 users) false
17 My presentation room (for 1-120 users) false
18  IT Besprechung false
19 My conference room (for 1-16 users) false
20 My presentation room (for 1-120 users) false
[Beside of grouping public and private rooms other groupings should be offered user and user group, ie. an additional column. ]

When a room is clicked in this list, the right panel lists room properties in several
groups.

Conference rooms

[The title of this group "Conference rooms" is misleading. I suggest "attributes", "characters", or "traits" or simply "title". j
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5. Menu Administration

Conference rooms

Name

Participants 4 g
Type conference (1-25 users) ~
Comment

Appointment room

Name Name of the room
Participants The number of participants can be chosen from a drop down list.

Type The type of a room can be chosen from a drop down list.

It is not logical that here again is the range of number of participants can be determined. You can choose 1000 in the input
babove and limit the size to 1-25 participants here.

Conference room is a room where everyone shares his camera and microphone,
has access to the whiteboard and can manage files. The session recording
records the whole screen.

Presetation is a room in which users must ask permission to share their camera
and where they do not have access to files. The session recording records the
whole screen.

Interview room is a room where only two users can share their video and audio
(there may be more than two users in the audience and the moderator will
then enable or disable the cameras and microphones) and in which there is
no whiteboard. The recording session only records video and audio.

Comment idem

Appointment room A checkbox can be selected.

It is not clear what this means.

In the Version 2 manual a temporary room is mentioned this is not available any more, right?

Groups

Groups

Public [J
@ ff]/'OU add an usergroup to the room O."]n'].f' users of that usergroup have access
toit
Groups

Public A checkbox can be selected.

[It is not clear what this actually means. j

Groups User groups can be entered here and only members of these groups can enter
the room.
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5.4. Conference Rooms Administration

Limitations

Limitations

Demo room []
Demo time

Demo room A checkbox can be selected.

Demo time User groups can be entered here and only members of these groups can
enter the room.

[This section is new in OMS5 and its importance is unclear. ]

Rights

Rights
@ Turn this off to prevent any user from disturbing you in this room
Allow user questions [
@ Turn this flag on and the users will have only the audio option and no video in a
conference room. This can bee good (o save bandwidih,
Audio only room ]
@ room termination settings
Close room []
Exit URL
@ irthe room is closed users will be redirected to the exit URL

Wait for recording []
Allow recording
Is chat moderated []

Allow user questions A checkbox can be selected to allow users to ask questions.

Audio only room A checkbox can be selected to stream audio only. This can be useful
with limited bandwidth.

Close room A checkbox can be selected to close the room an prevent more users from
entering. This can be useful to limit the number if listeners when bandwidth is an
issue and to keep some secrecy.

Exit URL When closing a room new users that try to enter the room will be redirected
to this URL where an information about the reason may be published.

Wait for recording A checkbox can be selected.

[the importance of that option has to be explained. What can be recorded the presentation or some desktop window. ]

Allow recording A checkbox can be selected to allow recording.

[However it is unclear what is recorded and by whom. J

Is chat moderated A checkbox can be selected to allow chat moderation.

[It is necessary to explain how chat moderation works and who is entitled to moderate. Is it the same people that moderate ]
the room?
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5. Menu Administration

Layout options

Layout options
Hidden room elements| [ jicrophoneStatus

Chat panel opened by []
default

Files panel opened by []
default

Demo time User groups can be entered here and only members of these groups can
enter the room.

TopBar description needed

Chat description needed

Activities description needed

Files description needed

ActionMenu description needed

PollMenu description needed

ScreenSharing description needed

Whiteboard description needed

MicrophoneStatus description needed

Usercount At the user tab a figure indicates the number of users in this room. If

one decides to to hide this number select this option.

Chat panel opened by default A checkbox can be selected to show the chat when en-
tering the room.

‘What is meant by file panel?

Files panel opened by default

Files

This section allows to prepare files for presentation in this room.

Files
Files
Whiteboard 0 =
+ Add
Name Whiteboard D
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5.4. Conference Rooms Administration

Files Files can be chosen here.

Where are the files choosen from hat will displayed here? Where they have to be uploaded?

r0ard| No resuits found

Whiteboard Choose the whiteboard this file will be displayed on.

Add+ By pressing this button the file will be added to the list

Users in this room

Users in this room

1D Login D

This section just displays the users currently in his room and allows to disconnect.

Default moderators

Default moderators

@ i the room is moderated, any users with a moderator or administrafor level
access are automatically set to moderator when they enter the room

Moderated []
Default moderators -

SuperlD Name Email D

This section allows to determine the moderator status of a room.

Allow user questions A checkbox can be selected to allow moderation. If the room is
moderated, any users with a moderator or administrator privilege hat will enter is
automatically set to moderator.

Default moderators Default moderators can be chosen from a dropdown list.

Why all users are listed here? It should be limited to users in the allowed groups. There may be defined a special group of
room administators that should always be allowed to moderate any event.
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5. Menu Administration

The listbox shows the moderators assigned to this room and allowed to remove them
individually.

‘What means SuperID in this table header?

SIP-Settings

@ The conference number and PIN is automatically created via the OpenXG RPC-

Gateway
SIP number
PIN
Owner ID
Enable SIP transportin [
the room

The input stet fields of this group are disabled and read-only. When a session is going
on the values are displayed here for debug purposes.

SIP number disabled
PIN disabled
Owner ID disabled

Enable SIP transport in the room A checkbox can be selected to allow SIP transport.

The advantages of SIP in connection with OpenMeetings is poorly explained.

5.5. Configuration

ID Key Value
org.apache.openmeetings.util crypt SCryptimp ~ Configuration
1 crypt.class.name e i & HiE T
lementation Type STRING =
allow.frontend.register  true
Key application.name
allow.soap.register frue

allow oauth register frue Value MyOpenheetings

default.group.id

mail.smtp.server
Last update 2 Apr 2020, 19:27:21

mail.smip.port
mail smip sysiem email Updated by admin
mail smip_user Comment Name of the Browser Title window

- BN R RS R S X

0 mailsmtp.pass
1 mail.smip.starttis.enable -
mail smip_connection time

On the right panel a list of parameter is shown which when selected are displayed on
the right panel.

Type The way a value has to be interpreted: STRING, NUMBER, BOOL, HOTKEY.

Key A unique name to identify the parameter.
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5.6. Language editor

Value The string value that is stored in the database.
Last update A read-only field of date and time.
Updated by The administrator that made the change

Comment Drop a note here if necessary

5.6. Language editor

Name Value Name 1459
ulist right muteothers request Request permission to mute others o
widget.start title Gelting Started
Do you really want to purge this item?
This can't be undone!

1461 Export/import System Backups

Value Manage labels and wording

admin.purge.desc

This section comes with a new toolbar

+ ® | |Englisch v| Export Import

Show on the right panel two languages simultaneously, so translation is easier when comapring to other languages than names that are ]

[ often meaningless.

5.7. LDAP

ID < Name Config file =
LDAP Config

Name
Enabled []
Inserted
Inserted by
Updated
Updated by
@ Tne coniig files are in the folder webapps/openmeetings/conf. You need fo
manually upload the files to this folder. Changes to the config file are immediately
online.

Config file name
[ you enable "Add Domain to user name" the value of the fleld "domain” is added
to each login that the user enters in the login box. This is useful If the login in the
LDAR is stored including the domain name. Example: user enters "hans" domain is
specified as "localhost.com”, fogin that is verified against LDAP is:
hans@localhost.com

Add domain to user name []
Domain

Comment

This section is new in OMS5 and its importance is unclear. In order to write this section of the manual properly I need some more infor-

mation about LDAP integration into OpenMeetings
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5. Menu Administration

5.8. OAuth2

1D Name
1 Yandex OAuth2 config
2 Google Enabled [J
i Eacebiook Name Facebook
- VK

Icon URL hitps:/www facebook com/images/fb_icon_3Z2
client_id <put your client_id>
client_secret <put your client_secret>
Redirect uri hitp://localhost: 5080/openmeetings/oauth/3
Request Key URL hitps:/fwww.facebook com/v4.O/dialogfoauth?
Request token method POST o
Request token URL htips://graph.facebook.com/v4.0/oauth/acces
Request token attributes client_id={$client_id}&redirect_uri={$redirect
Request info method GET Rz
Request info URL nitps://graph.facebook.com/me?access_toke
User mapping
OM User attribute
OAuth User attribute

+ Add
OM User attribute OAuth User attribute D
Iogin id o e
address email email x
firstname first_name x
lastname last_name x| v

Here social
dia login can be configured.

[Although probably everything is properly configured by default it doesn’t work.

5.9. Backup

System backup

© Backup the system. The backup includes all user generated data. The configuration s not included as well as the language labels. Because those values are imported with the system instalier:
To update your system, export your old system (1) re-install into a new database the new package (2) and import the backup file again (3). The backup should be imported before generating
data in the newly installed system
Include uploaded files

and recordings in backup

System backup System import
Max upload size 100,00MB
© 7o save time and internet traffic you can use command line admin to backup/restore/upgrade:

1. go to OM install dir (for ex. foptfom)

2. stop OM (for ex. /bin/shutdown.sh)

3. fadmin.sh -b -file ~ftoday._om_backup.zip (create backup of current OM)

4. download archive with new OM

5. mv foptrom /opt/om.bak (move working version of OM just in ease 3))

6. extract downloaded OM to the /opt/om

7. /admin.sh -i -file ~ftoday_om_backup.zip {or '/admin.sh -i -file ~/today_om_backup.zip —db-type mysql --db-user om_user --db-pass om_user_pass' in case of you are using non-default
DB)

8. start OM

The system can be backed up by and imported which is a great way for maintenance.

Two buttons allow to download (System backup) o upload (System import) all the
data. Also a CMI backup is explained in this page which is the recommended way if the

amount of data exceeds 100MB.
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5.10. Email management

5.10. Email management

BeN]=

©

20
23
22
24

26

25

Status

Error
Error
Error
Error

Error

Error

Error
Error
Error
Error
Error
Error
Done
Done

Done

Done

Done

Done

Done
Done
Done
Done

Done

Done

Email message

Inserted
Updated

Error Count &
Last Error

The software works as an email client. All activity of that client is logged in the table

on the left. Errors marked in red. Selecting an entry on the left pane allows to read the

details on the right.

in case of error a number of Java classes is listed that exceed the space, so I would suggest to abbreviate that information and to en-
able a text download of the whole message. Such a text is even easier to handle for a developer as it can be searched and edited.
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6. Running a Conference

This chapter is not ready yet. Just the structure exists, But many many pictures and text has to be filed in. As well as local testing
has to be performed.

When refreshing a page during a conference window open the user will be added twice. A refresh can be accomplished by leaving and
re-entering the room.

99



6. Running a Conference
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6.1. Conference Menu
Exit

Files

Fie upload

Actions

Send innvitation
Share/record screen

Apply to be moderator
Apply for whiteboard access
Apply for audio/video access
show sip dialer

Download as PNG
Download as PDF

Reset whiteboard

Polls

Create Quick Poll

Create a poll

Poll results

Vote

6.2. Users/Files Panel

Users Tab
Main User Toolbar

Selected User Toolbar

Files Tab
Main Files Toolbar

Activities And Actions

6.3. Whiteboard Panel

Whiteboard Header Bar
Whiteboard Navigation

Whiteboard Toolbar
Clear Whiteboard

Clear objects on current slide

6.1. Conference Menu
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6. Running a Conference

Google Chrome Client

Before recording of your screen starts you are asked for a source. The following options
are available as separate tabs.

o Entire screen. Depending on how many screens you use with your computer you
may just select one for presentation.

o Single application. This option is preferred when you plan te explain some software
features.

e Browser tab. This is in particular useful if the application that you want to
demonstrate runs in browser window. This option cuts of all your custom settings
(such as bookmarks) and shows just the interior of the window.

In each of these tabs you may choose the screen, application, or tab respectively.
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7. Multimedia Setup

On the dashboard page two links are provided to set up the multimedia devices. Check
setup is step 3 in the Getting Started widget and the last in the Help and support
list provided by the Welcome widget.

Unfortunately there is no other way to access the dialog when these widgets are diabled or from within a conference room. The latter
would be in particular useful if you want to switch from front to back camera of our mobile device during a presentation for demon-
strating purposes. I would suggest to include this important point into a menu item.

Whenever access to your multimedia devices is requested the browser will ask for
permission. This happens before the setup dialog works or a conference room-is entered
and your video stream will be published. The dialog presented by the browser differs.
This one is from Google Chrome

x

& Use your microphaone

W Use your camera

Allow Block

Firefox has more options. Its dialog allows you to choose which webcam or microphone
will be enabled.

W b 4#/webinars/hash?app=settings

il

1 .‘ Soll Akt auf Ihre Kamera und Ihr Mikrofon E

[ zugreifen darfen?

Zugriff auf folgende Kamera erlauben:

HD WebCam ~

Zugriff auf folgendes Mikrofon erlauben:

Freisprechtelefon mit Echoausschaltung (2- BC..  ~

Hieht efauben

If access is not allowed yet the list buttons show Loading data and the multimedia
display part is empty.

Choose device ®

Use audio or video setup before you enter a room by recording for a few
seconds. You can then replay your recording to check your voice and picture.

Choose webcam
Loading data, please wait x:
Choose microphone
Loading data, please wait =
Cam resolution A
120x90 [4:3 (~20 KByte/s_.. =

® Start recording test

@ You may proceed without testing if you do not plan to publish your voice or picture
Participants without audio or video can sfill use the whiteboard, share their desktop or
write chat messages.

8 Save Cancel

If access is granted. The webcam and microphone list buttons allow to select the
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7. Multimedia Setup

appropriate device and the multimedia part shows the picture from the webcam and a
green bar indicating the volume received from the microphone. Now it is possible to
select the webcam resolution, but keep in mind the more resolution is offered the slower
the presentation as much of the bandwidth is occupied for transmitting video data.

[Unfortunately resolution cannot be changed during a meeting. It would be useful to change resolution temporarily if a user wants to ]

demonstrate something with its own camera.

Choose device x
Use audio or video setup before you enter a room by recording for a few
seconds. You can then replay your recording to check your voice and picture.
Choose webcam

HD WebCam (04f2:b571)  ~

Choose microphone
Communications - Freispr... -

Cam resolution A
120%90 [4:3 (~20 KByte/s.. ~

® Start recording test

©@ You may proceed without testing if you do not plan to publish your voice or picture
Participants without audio or video can still use the whiteboard, share their desktop or
write chat messages.

B8 Save Cancel

In order to check how this configuration will be perceived by others, saving a few
seconds of video and audio is possible. By pressing Play the result can be reviewed and

adjustments made.
As this dialog opens in a separate tab this tab can be easily closed as this message

indicates in the bottom of the page.

@ After saving your audio and video settings you may close this browser tab. X

(This message BTW is not translated. It is always English even on a German page. ]
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8. Workflows/Tutorials

8.1. Getting Started

Register

Edit your profile
Add your picture

Ask administrator
for group membership

Wait for invitations

Figure 8.1.: Workflow getting started.

[There is no way to join a group. You even cannot ask the administrator to put you in a group because you don’t know who is. ]
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8. Workflows/Tutorials

8.2. Prepare administrator meeting

Login as administrator

Figure 8.2.: Workflow to prepare an administrator meeting.
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8.3. Prepare user meeting

8.3. Prepare user meeting

Figure 8.3.: Workflow to prepare a user meeting.
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Part Il.

System Administrator
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9. Installation

9.1. Ubuntu 18.04

I copied all the bash instructions from files that actually worked, but in order to place them on a pdf page I had to insert line breaks,
so mabe by these edits some typos slipped in. Please inform if you encounter such a typo.

Prerequisites Freshly installed Ubuntu 18.04 LTS on a server

with at least 8SGB RAM

o with LAMP installed (If not by default go to https://wiki.ubuntuusers.de/
LAMP/ for help.)

e with command line access

o with root privileges

Optional phpMyAdmin is recommended as it helps to manage the database.

Listing 9.1: Update/upgrade as ever before a new installation

#!/bin/bash

sudo apt update

sudo apt upgrade

# usully not necessary if a fresh server

OpenlJava

Listing 9.2: Install OpenJava 11

#!/bin/bash

sudo apt install openjdk-11-jdk openjdk-11-jdk-headless nano
sudo update-alternatives --config java

java -version

This should yield the following output:

openjdk version "11.0.6" 2020-01-14
OpenJDK Runtime Environment (build 11.0.6+10-post-Ubuntu-lubuntull18.04.1)
OpenJDK 64-Bit Server VM (build 11.0.6+10-post-Ubuntu-lubuntul18.04.1, mix
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9. Installation

LibreOffice

Listing 9.3: Install LibreOffice

#!/bin/bash
sudo apt install libreoffice
libreoffice --help

[] The output would show the installed version. Something like

LibreQffice 6.0.7.3 00m0(Build:3)

Usage: soffice [argument...]
argument - switches, switch parameters and document URIs (filenames

Using without special arguments:

ImageMagick and Sox

Listing 9.4: Install ImageMagick
#!/bin/bash
sudo apt install -y imagemagick libjpeg62 zliblg-dev
sudo nano /etc/ImageMagick-6/policy.zxml
This will get the policy configuration file into the nano editor, were the following lines

have to be commended out. In newer versions I found these lines already commented
out at almost at the end of the file.

<!-- <policy domain="coder" rights="none" pattern="PS" /> -->
<!-- <policy domain="coder" rights="none" pattern="PDF" /> -->

Listing 9.5: Install Sox

#!/bin/bash
sudo apt install sox

Compilation of FFmpeg

In some online manuals the bash file (https://cwiki.apache.org/confluence/download/
attachments/27838216/ffmpeg_UbunDebi.sh) is recommended for this purpose, but it
is a bit outdated, so I recommend doing it manually.

Listing 9.6: Change installation directory and open an empty file for editing

#!/bin/bash
cd /opt
nano ./ffmpeg_UbunDebi.sh

This will get a brand new bash file. Add the following content.
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9.1. Ubuntu 18.04

Listing 9.7: ffmpeg_UbunDebi.sh

#!/bin/bash

FFmpeg compilation for Ubuntu 18.04.

Adapted from ffmpeg UbunDebi.sh

downloadable from
https://cwiki.apache.org/confluence/download/attachments/27838216/
Thanky to Alvaro Bustos and Hunter.

2020-04-01

H OoH OB OH O H R

# If compilation fails due to uninstalled modules,
# please try to install the seperately and manually
# as when this line failes execution does not stop
cd /opt

sudo apt install -y autoconf \

automake \

build-essential \

libass-dev \

libfreetype6-dev \

libsdll.2-dev \

libtheora-dev \

libtool \

libva-dev \

libvdpau-dev \

libvorbis-dev \

libxcbl-dev \

libxcb-shmO-dev \

libxcb-xfixesO-dev \

pkg-config \

texi2html \

zliblg-dev \

mercurial \

cmake \

1ibx264 -dev .\

libmp3lame=dev \

libvpx-dev \

libfdk-aac-dev

# Create a directory for sources.
SOURCES=$ (mkdir ~/ffmpeg_sources)

cd ~/ffmpeg_sources

# Download the necessary sources.
wget "http://www.tortall.net/" \
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"projects/yasm/releases/"\

"yasm-1.3.0.tar.gz"

wget "https://netcologne.dl.sourceforge.net/" \
"project/opencore-amr/fdk-aac/" \
"fdk-aac-0.1.6.tar.gz"

wget "http://ffmpeg.org/releases/" \
"ffmpeg-4.1.tar.gz"

# Unpack files

for file in ‘1ls ~/ffmpeg_sources/*.tar.*‘; do
tar -xvf $file

done

cd yasm-%*/

./configure \
--prefix="$HOME/ffmpeg_build" \
--bindir="$HOME/bin" &&

make &&

sudo make install &&

make distclean; cd

cd fdk-aac-%x/

autoreconf \

-fiv && ./configure \
--prefix="$HOME/ffmpeg build" \
-—-disable-shared &&

make &&

sudo make install &&

make distclean; cd

cd ffmpeg-*/

PATH="$HOME/bin: $PATH" \
PKG_CONFIG_PATH="$HOME/ffmpeg_build/lib/pkgconfig" \
./configure \

--prefix="$HOME/ffmpeg build" \
--pkg-config-flags="--static" \
--extra-cflags="-I$HOME/ffmpeg_build/include" \
--extra-1ldflags="-L$HOME/ffmpeg_build/1lib" \
--bindir="$HOME/bin" \

--enable-gpl \

--enable-libass \

--enable-libfdk-aac \

--enable-libfreetype \

--enable-libmp3lame \
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--enable-1libopus \
--enable-libtheora \
--enable-libvorbis \
--enable-libvpx \
--enable-1ibx264 \
-—-enable-nonfree &&
PATH="$HOME/bin: $PATH" make &&
sudo make install &&

make distclean &&

hash -r; cd

cd ~/bin
cp ffmpeg ffprobe vsyasm yasm ytasm /usr/local/bin

echo "FFmpeg Compilation is Finished!"

Create database and user
Open your preferred tool to enter SQL commands. Here is described the mysql prompt.

Listing 9.8: Install ImageMagick
#!/bin/bash
mysql -u root -p
Enter password:

Listing 9.9: Database preparation

mysql >CREATE DATABASE openb503 DEFAULT CHARACTER SET ’utf8’;
mysql>GRANT ALL PRIVILEGES ON open503.* TO ’omaccess’@’localhost’ IDENTIFI
mysql >quit

Kurento media server

First install the key to-enable apt install. L & el G
purpose of Kurento
Listing 9.10: Enable kurento repository key and open editor o o
#!/bin/bash
sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys BS5AFA7TA83

sudo nano /etc/apt/sources.list.d/kurento-dev.list

In the editor add the following lines. Please note that these lines are specific to Ubuntu
18.04 and have to be changed if an other version of Ubuntu or Debian is used.

deb [arch=amd64] http://ubuntu.openvidu.io/6.10.0 bionic kms6
deb [arch=amd64] http://mirror.yandex.ru/ubuntu/ bionic main restricted
deb [arch=amd64] http://mirror.yandex.ru/ubuntu/ bionic universe

)
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Next update the archive and install kurento.

Listing 9.11: Install and start kurento

#!/bin/bash

sudo apt update

sudo apt install --yes kurento-media-server
sudo /etc/init.d/kurento-media-server start

Change configuration.

Listing 9.12: Install and start kurento

#!/bin/bash
sudo nano /etc/default/kurento-media-server

In line 7 replace "kurento" by "nobody".
DAEMON_USER="nobody"
Restart the server.

Listing 9.13: Install and start kurento

sudo /etc/init.d/kurento-media-server restart

Tomcat and OpenMeetings

Tomcat and Openmeetings are installed together. Though this might reduce compati-
bility issues it hinders updates in one of these components.

[Installation of Tomcat should be independent of Openmeetings so updates of both these bundles cane be performed independently. j

Listing 9.14: Install and start kurento
#!/bin/bash
cd /opt
sudo wget "http://archive.apache.org/" \
"dist/openmeetings/5.0.0-M3/bin/" \
"apache-openmeetings-5.0.0-M3.tar.gz"

sudo tar xzvf apache-openmeetings-5.0.0-M3.tar.gz
sudo mv apache-openmeetings-5.0.0-M3 openb503

sudo mkdir -p \
/opt/openb503/webapps/openmeetings/data/streams/\

{1,2,3,4,5,6,7,8,9,10,11,12,13,14}

sudo mkdir -p \
/opt/openb03/webapps/openmeetings/data/streams/hibernate
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sudo chmod -R 750 /opt/open503/webapps/openmeetings/data/streams
sudo chown -R nobody /opt/openb03

sudo wget "https://repol.maven.org/" \
"maven2/mysql/mysql-connector -java/8.0.18/"
\"mysqgl-connector-java-8.0.18. jar"

sudo cp \
/opt/mysql -connector-java-8.0.18. jar \
/opt/open503/webapps/openmeetings/WEB-INF/1ib

After that a program to specifically start Tomcat and Openmeetings has to be installed
and started.

Listing 9.15: Install and start kurento

cd /opt

sudo wget https://cwiki.apache.org/confluence/download/attachments /2783821
sudo cp tomcat3 /etc/init.d/

sudo chmod +x /etc/init.d/tomcat3

sudo /etc/init.d/tomcat3 start

The server can now be reached by a browser and has to be configured next.

9.2. First Start Configuration

Before the server can be used it has to be configured properly. This configuration wizard
is started when accessing the server via browser for the first time. To configure this please
access the website https://YOUR_SERVER_IP:5443/openmeetings.
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1st Dialog

OpenMeetings

1. Enabling import of PDFs into whiteboard

o Install GhostScript on the server, you can get more information on htip://pages.cs.wisc.edu/~ghost/ regarding installation. The
instructions for installation can be found there, however an most linux systems you can get it via your favorite package
managers (apt-get it).

If you have further questions or need support in installation or hosting:
Community-Support:

Mailing lists

Commercial-Support:

Commercial-Support

< > >> Finish

[

This dialog asks for GhostScrip to be installed, but with all servers GhostScript was already installed by default or by LibreOffice
though unfortunately export into pdf did not work.

This dialog can be widely ignored an one can proceed to the next page.

2nd Dialog

OpenMeetings

DB configuration

Recommendation for production environment

By default OpenMeetings uses the integrated HZ database. For production environment you should consider using
MySQL, PosigreSal, IBM DB2, MSSOL or Oracle

NOTE Please use unpredictable DB login and 'strong’ password with length 8 characters or more.

Choose DB type H2 j
Specify the name of the database [omdb

Check

Choose the database type

Choose DB tape MySQL

then automatically the next dialog opens up.
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3rd Dialog

[ OpenMeetings

—{DB conﬁ_ﬁuration

Recommendation for production environment

By default OpenMeeftings uses the integrated Apache Derby database. For production environment you should consider
using MySQL, PostgreSal, IBM DB2, MSSQL or Oracle

NOTE Please use unpredictable DB login and 'strong’ password with length 8 characters or more.

Choose DB type 1 MySQL E

Specify DB host i'°°a|h°5‘ |

Specify DB port bﬂ(]ﬁ |

Specify the name of the database ppenmeetings |
Specify DB user[ ]
|

Specify DB p rd |

Here the following database parameter defined in the previous section have to be entered.

Choose DB tape MySQL

host localhost

port 3306

database open503

user omaccess

password AAA.bbb.CCC

Now press the next button to save the data.
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4th Dialog

| OpenMeetings

|Userdata|

Usermname [ |
Userpass [ ]
EMail [ |
User Time Zone [Europe/Mzdrid =]

|Group(Domains)

Name

<l =l 2= Einish

This dialog determines the administrator access. One has to keep these data at a secure
place because once lost there will no mor administrator access to the OpenMeetings
server.

[There has to be a way to rescue the administrator account, or at least tow administrators should be allowed. ]

Userdata

Username choose your administrator name

Userdata

Userpass choose your administrator password

Userdata

Email enter your administrator email

Userdata - User Time Zone choose your administrator time zone

Group(Domains) - Name Enter the first user group (more can be added by the ad-
ministrator later on.)

[Time zone should be maintained for user group separately to allow international usage of the same server. ]

Proceed by pressing next.
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5th Dialog

[ OpenMeetings J

[Configuration|

Allow self-registering
Send Email to new registered Users

New Users need to verify their EMail

Default DB objects of all types will be created
(including Rooms, OAuth?2 servers eic.)

al""ls

Mail-Referer [norepIy@openmeetings.apache.arg

SMTP-Server [Iocalhosl

SMTP-Server Port(default Smtp-Server Port is
25) 25

SMTP-Username

SMTP-Userpass

Enable TLS in Mail Server Auth

Setinviter's email address as ReplyTo in email
invitations

Default Language

L

< | > >> Finish

this dialog is to configure email access. One may change these values later if logged in
as administrator. The following example demonstrates a googlemail access. But please
read sect configure googlemail to allow its‘usage with Google.

Mail-Referer YOUR-EMAIL@Qgmail.com

SMTP-Server smtp.gmail.com

SMTP-Server Port 587 (default is 25 which is often blocked)
SMTP-Username YOUR-EMAILQgmail.com

SMTP-UserPASS YOUR-EMAIL@gmail.com PASSWORD

Enable TLS in Mail Server Auth switch to green

Default language your language for administration (English is preferred)

Proceed by pressing next.
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6th Dialog

[ OpenMeetings

Document conversion DPI @ l150 ]

Document conversion JPEG Quality @ [90 ]

ImageMagick Path @ [ H Check ]

FFMPEG Path @ | Hm|

SoXPath @ [ ]|M Check |
|

OpenOffice/LibreOffice Path for jodconverter @

|[ check |

see also Installation

< || > >> Finish

One can leave this dialog unchanged though it is recommended to check proper instal-
lation of the components by pressing the button. Please be patient LibreOffice takes a
while. Proceed by pressing next.

=

7th Dialog

OpenMeetings
Crypt Type|
CryptClass @ [org.apache.openmeetings.util.crypt_SCr
[red5SIP Configuration|
EnableSIP @ I:-
SIP rooms prefix @ [400 ]
SIP extensions context @ [rooms ]
. < ( > I > | Finish

Ignore this dialog as red5SIP is no longer in use with OpenMeetings 5. Proceed by

pressing next.

-
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8th Dialog

!I OpenMeetings

Please click "Finish" button to start installation!

< = = Finish

Now press finish and start the automatic configuration process.

| Finish

Final Dialog

[ OpenMeetings

Enter the Application

Database was changed, please restart application to avoid possible issues

If your Red5-Server runs on a different Port or on a different domain
alter the config values of the client

Mailing list
http://openmeetings.apache.org/mail-lists.html
There are some companies that also offer commercial support for Apache OpenMeetings:

http://openmeetings.apache.org/commercial-support.html

= Finish

Important: Don’t click the "Enter the Application". One has to restart
the server first.

If you see this dialog First Start Configuration is successfully completed. At this point
please restart the server.

Listing 9.16: Install and start kurento
#!/bin/bash
sudo /etc/init.d/apache2 restart
sudo /etc/init.d/tomcat3 restart

When Tomcat was successfully restarted and everything worked properly, you will see
the login dialog and may login as an administrator for the first time or create an new
user account.
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Login

Benutzer/E-Mail | |
Passwort | |

[ Login merken
Passwort zurticksetzen? Netzwerk testen

Registrieren Einloggen

In which language the dialog appears. The language of the user or the language of the Server?

9.3. Google Mail Configuration

As administrator one can access the email configuration through the menu Administration
> Configuration.

6. mail.smtp.server smtp.gmail.com

7. mail.smtp.port 587 (default is 25 which is often blocked)
8. mail.smtp.system.email YOUR-EMAIL@gmail.com

9. mail.smtp.user YOUR-EMAILQ@Qgmail.com

10. mail.smtp.pass YOUR-EMAIL@Qgmail.com PASSWORD
11. mail.smtp.starttls.enable true = switch to green

12. mail.smtp.connection.timeout 30000

13. mail.smtp.timeout 30000

24. send.email.at.register true = switch to green

25. send.email.with.verfication true = switch to green

Additionally to these configurations you have to configure you account with google to
accept_less secure applications.

1. Login to your google mail account

2. got to the page https://myaccount.google.com/lesssecureapps.

< Zugriff durch weniger sichere Apps

and turn the switch to the right to enable less secure apps to reach the account.
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9.4. Customization

9.4. Customization

The OpenMeetings website https://openmeetings.apache.org/WebappNamePath.html
guides you through customization of your server which includes:

« Customize Openmeetings logo

e Renaming /openmeetings context

Changing hard-coded application name in string labels
o Running multiple Openmeetings instances on the same server

CSS customization to create an individual appearance is explained here (https://
openmeetings.apache.org/themes-and-branding.html).

9.5. SSL

There exist two possibilities with the keystore and the server.xml files. The first is a
bit cumbersome, but allows a wider range of modification options. The second is easier
but is limited to a single certificate set of files only.

9.5.1. Configuring SSL with keystore

Beginning with version 5 OpenMeetings allows secure server access. Configuration is
described on their website (https://openmeetings.apache.org/HTTPS. html).

[Website instruction to HTTPS is buggy, superfluous and also contains some unusual terminology. ]

Here follows the instruction for a domain based security key and certificate combina-
tion. Given you received a set of files:

« YOUR-DOMAIN.ca.pem
« YOUR-DOMAIN key.pem
« YOUR-DOMAIN:crt.pem
« YOUR-DOMAIN.csr.pm

Than in order to run the script given on that website one has to copy/rename the files
as follows,

Listing 9.17: Copy/rename certificates

#!/bin/bash

# PLease note that YOUR-DOMAIN has to be replaced
# intermediate certificate

cp YOUR-DOMAIN.de.ca.pem intermedXX.crt

# private key
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cp YOUR-DOMAIN.de.key.pem openmeetings.key
# Signed CSR

cp YOUR-DOMAIN.de.crt.pem openmeetings.crt
# root certificate

cp YOUR-DOMAIN.de.csr.pem root.crt

After having created the proper SSL-files you can run the script with some modifications
as listed below. When asked for the password always enter openmeetings. Of course you
can change the password to a more secure one. Please note that OpenMeetings comes
with a keystore file configured for password openmeetings. Whenever you choose to
change it you have to make the appropriate changes to the server.xml file too.

Listing 9.18: Copy/rename certificates

#!/bin/bash

openssl pkcsi12 \

-export \

-in openmeetings.crt \
-inkey openmeetings.key \
-out openmeetings.pl2 \
-name openmeetings \
-certfile root.crt \
-certfile intermedXX.crt

OM_HOME=/opt/open503/

keytool \

-importkeystore \

-srcstorepass openmeetings \
-srckeystore openmeetings.pl2 \
-srcstoretype PKCS12 \

-deststorepass openmeetings \
-destkeystore $0M_HOME/conf/keystore \
-alias openmeetings \

-deststoretype PKCS12

keytool \

-import \

-alias root \

-keystore $0M_HOME/conf/keystore \
-trustcacerts \

-file root.crt

keytool \

—import \
-alias intermed \
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-keystore $0M_HOME/conf/keystore \
-trustcacerts \
-file intermedXX.crt

One can easily ignore an error with the root certificate. That is no longer necessary, and
therefore CA are often lazy with encoding it properly.

Traditional SSL Configuration
Alternatively there exists a possibility to simply modify the server.xml file.

Listing 9.19: Insert SSL Configuration in server.xml file

<Connector port="5443" protocol="org.apache.coyote.httpll.HttpllAprProtoco
maxThreads="150" SSLEnabled="true" >
<UpgradeProtocol className="org.apache.coyote.http2.Http2Protocol" />
<SSLHostConfig>
<Certificate certificateKeyFile="conf/your_key.pem"
certificateFile="conf/your_crt.pem"
certificateChainFile="conf/your_ca.pem"
type="RSA" />
</SSLHostConfig>
</Connector>

The certificates and key can be stored anywhere, not necessarily in conf/, as long as the
user running OM can traverse their directory and read them. It is advisable that others

cannot, i.e. chown YOUR-OPENMEETINS-USER, chmod 400.
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10. Troubleshooting

10.1. Login Failure

10.1.1. Wrong Email Registration

If a user registered with a wrong email and email confirmation for registration is required,
the user will never be able to login. Even registering with the same Login would be
impossible. The only workaround is adding the login right by the administrator.

Rights| (| ogin | [ % Dashboard | =Room

10.1.2. Missing Group Affiliation

Login is impossible if the user is not member of a group. If an admin account is still
accessible the admin may assign a group. If the unaccessible account is the single admin
account on the system this option does not exist any more. So the following instruction
might be helpful.

o If the group is accidentally removed from the administrator account login is no
longer possible:

Login
Benutzer/E-Mail [smstpbronign |
Passwort |ucooooc o.ooocooo|

OLogin merken
Passwort zuriicksetzen? Netzwerk testen

® Benutzer gehort zu keiner Gruppe. x.

Registrieren Einloggen

This makes the administrator account forever unaccessible because only the ad-
ministrator can assign groups. The solution is adding an arbitrary group to user
1 (which usually is the administrator).

Listing 10.1: Insert a user group record for the administrator

INSERT INTO
‘group_user ¢
(fid ‘,
‘deleted ‘,
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‘inserted ¢,

‘updated ¢,

‘is_moderator ¢,

‘user_id ‘,

‘group_id ‘)

VALUES

(;;, ;;, NULL, NULL, 1;, ;1;, ;1));
As the table’s id column is set AUTO_INCREMENT one can omit the id value. Else,
the value can be added if the accidental deletion created a gap.

An administrator doesn’t need a group assignment, or even better an administrator group should be created during installa-
tion which should be marked undeletable.
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11. Suggested New Features and
Improvements

11.1. Modular Structure

From the user’s point of view, the OmenMeetings project actually consists of two main
parts the conference rooms with the dashboard and all the multimedia capabilities and
a social network woven around it.

There is much better developed social network software around, so I would suggest not
to invest to much effort into the improvement of this part of the software, but advance
the capabilities of social network integration instead. As I understand some interactions
already exist but are mostly limited to improve login capabilities (and unfortunately I
couldn’t get these connectors working either). Those connectors have to be extended
and standards defined so that other social network providers can connect their software
to OpemMeetings.

As T understand the discussions in the user group correctly some integration with moo-
dle already works more or less, but I didn’t found the standards defined and documented
by which this integration is accomplished.

Such a modular structure would provide the following advantages that hopefully may
enhance progress of the software:

e Development could run more independent so updates to one part can be performed
even if the other part has not yet reached production status.

o Developers can better focus on their subject the are more experienced with.

« Different programming languages can be used in different parts. It can be noted
that programming languages adapt to specific tasks.

o Even companies can develop interfaces more suitable to their clients

o Finally, Having suggested so many improvements to the social network interface I
doubt that this will be accomplished any time soon, so I would rather suggest to
develop it from scratch based on an existing CMS.

11.2. Improved Installation

It would be of great advantage to the success of this software if the tedious installation
process could be more automatized, kind of an apt install openmeetings command.
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That of course also need to make the software more modular too, so that tomcat and
OpemMeetings can be installed and updated separately, for instance, as it is possible
with mysql, ffmpeg, Libreoffice, and other essential components.

11.3. Announcements

Instead of just inviting people to a presentation. It would be a good idea if presentations
could be announced in a group and and users may apply for participation.

Apr

Apr 9 Apr Apr Apr Apr
8 1 14 18 23
Mi Do SA DI SA DO
£ Thomas v v v
<& Marie v v v g
,3, Hans v v g
& ulia v

In combination with that feature a doodle like system to find a most convinient meet-
ing date can be established. Which also would work fine with invitations not to a
particular date but topic.
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