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Envoy Http Filter

● One of the ways to extend functionality of Envoy
○ E.g. add header to request/response, change destination of routing
○ Similar to ATS plugins

● C++
● Compiled and shipped as part of the binary
● Many prebuilt

○ List - https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_filters/http_filters
○ E.g. AWS Request Signing, OAuth2 , Rate limiting, etc
○ Lua
○ Wasm

https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_filters/http_filters


Wasm Filter for Envoy



Wasm Runtime

● For running WebAssembly code
● Some can compile into executable native machine code
● Choices:

○ V8 - Wasm VM from Chrome, loads fast
○ WAVM - pre-compiles wasm to native assembly, loads slow but presumably run faster
○ Others - wasmtime, wamr



Writing Your Code

https://github.com/proxy-wasm/proxy-wasm-cpp-sdk/blob/master/example/http_wasm_example.cc

https://github.com/proxy-wasm/proxy-wasm-cpp-sdk/blob/master/example/http_wasm_example.cc
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https://github.com/proxy-wasm/proxy-wasm-cpp-sdk/blob/master/example/http_wasm_example.cc


Proxy-wasm SDK 

● To compile your code into “wasm” module
● Separate repositories on github
● Provide documentation for the development of WASM modules and APIs available
● Language supported

○ C++
○ Rust
○ Assemblyscript
○ GO
○ Zig
○ Check the list - https://github.com/proxy-wasm/spec/blob/master/README.md

https://github.com/proxy-wasm/spec/blob/master/README.md


Proxy-wasm Spec

● The SDK compiles your code into wasm modules
○ With specific functions for proxy to call (1) 
○ Calling API that the proxy provides (2)

● Follow a Spec - sort of like “WASI” for proxy
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Proxy-wasm Spec / ABI

● https://github.com/proxy-wasm/spec/tree/master/abi-versions/vNEXT
● Functions implemented by the module

○ E.g. 
○ proxy_on_vm_start
○ proxy_on_done
○ proxy_on_http_request_headers
○ ...

● Functions implemented by proxy
○ E.g.
○ proxy_log
○ proxy_get_current_time
○ proxy_get_map
○ proxy_get_map_value
○ …

https://github.com/proxy-wasm/spec/tree/master/abi-versions/vNEXT


Proxy-wasm - Proxy

● We can follow the spec and implement proxy that supports proxy-wasm 
modules

● Some libraries are provided - 
https://github.com/proxy-wasm/proxy-wasm-cpp-host 

● Implementations
○ Envoy / Istio Envoy
○ MOSN
○ ATS

https://github.com/proxy-wasm/proxy-wasm-cpp-host


ATS Wasm Plugin

● John Plevyak did that already (sort of)
○ https://github.com/jplevyak/trafficserver/tree/wasm/plugins/experimental/wasm

● Demo Time
● Dependencies

○ Plugin - WAVM / LLVM 
○ SDK - emscripten 

https://github.com/jplevyak/trafficserver/tree/wasm/plugins/experimental/wasm


What’s Missing

● Catching up with the Spec
● Support more wasm runtimes - only WAVM supported for now
● Production testing
● Contributing to open source



Why Do It?

● Build plugins for ATS using other programming languages
● Wasm module can be “shared” between different proxies (Pipe Dream?)
● Support Advanced use case

○ E.g. doing inference on pre-built AI model



https://github.com/shukitchan/ats_lua_scripts/blob/master/torch_example.lua 

https://github.com/shukitchan/ats_lua_scripts/blob/master/torch_example.lua


Summary - Proxy-wasm

● The Spec 
● The SDKs
● The proxy implementation

https://github.com/proxy-wasm


