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Can you mute noisy neighbors?
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Noisy Neighbours



• Request Per Second 

• TLS Handshakes 

• Active Connections 

• Event System Usage 

• Memory Usage 

• Disk IO 

• Network IO

Spike!



Rate Limit Plugin (#7623, #8021)

- Token Bucket 

- Per remap or SNI

- #7623 New rate_limit plugin for simple resource limitations 
- #8021 rate_limit: Add a global hook to rate limit concurrent connections based on SNI



Tune in the dark

What is "good" value?
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1. Operator friendly 

2. Efficiency of Resource Usage  

3. Support many metrics

Goal of this project



Algorithm Overview
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Configured Threshold 
    == Token A + Token B + Global Token
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Strategy of dividing an apple-pie

1. Adjust the size to the demands 

2. Follow the trend



Implementation Overview



  #/iocore/eventsystem/I_Continuation.h
  class Continuation : private force_VFPT_to_top
  {
  ...
+  /**
+    Tag for Property
+   */
+  uint64_t tid = 0;

1. Continuation Tag 

2. Set tag on SNI Action / Remap

Extend Continuation



Metrics Type Source

TLS Handshake Counter SNI Callback

Active Connection Gauge NetHandler::add_to_active_queue 
NetHandler::remove_from_active_queue

Network IO Counter read_from_net 
write_to_net

Disk IO Counter ink_aio_read 
ink_aio_write

Event System Usage Gauge EThread::execute_regular(?)

Memory Usage Gauge MIOBuffer(?)

Target Metrics



EXP.



• Client (wrk2) 

• Control: (A: 100 rps, B: 100 rps) 

• Noise: (B: 3200 rps) 

• ATS 

• 32 threads

Condition

TLS Handshake



No Limit Limit == 2560

Before/After



No Limit Limit == 2560

Before/After



No Limit Limit == 2560
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Roadmap

1. More Tests at Lab 

2. Run Prototype on production 

3. Revisit Algorithm and Implementation 

• weights, rolling average, fair allocation... 

4. Support more Metrics
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