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Papers for C++ 26

<rcu>

Read-Copy Update (RCU) - P2545R4

<hazard_pointer>

Hazard Pointers for C++26 - P2530R3

History

Both of them were proposed for C++ Technical Specification
"Concurrency TS 2". However, the target was changed to C++26.

https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2023/p2545r4.pdf
https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2023/p2530r3.pdf


Read-Copy-Update

ー What is RCU, Fundamentally?

RCU achieves scalability
improvements by allowing reads
to occur concurrently with
updates.

“

“

https://lwn.net/Articles/262464/


Implementations

C

Linux Kernel ( 2002 )

liburcu - Userspace RCU

OpenSSL (v3.3.x - d0e1a0ae )

C++

folly/synchronization/Rcu.h

paulmckrcu/RCUCPPbindings (C++ Binding of liburcu)

https://liburcu.org/
https://github.com/openssl/openssl/commit/d0e1a0ae701cfaca7f3dd3bf28a3f934a6408813
https://github.com/facebook/folly/blob/main/folly/synchronization/Rcu.h
https://github.com/paulmckrcu/RCUCPPbindings


Example (Non-Intrusive)

#include <rcu>

struct Data : std::rcu_obj_base<Data> /* members */;
std::atomic<Data*> data_;

template <typename Func>
Result reader_op(Func fn) {
  std::scoped_lock l(std::rcu_default_domain());
  Data* p = data_;
  // fn should not block too long or call rcu_synchronize(),
  // rcu_barrier(), or rcu_retire(), directly or indirectly
  return fn(p); return
}

// May be called concurrently with reader_op
void update(Data* newdata) {
  Data* olddata = data_.exchange(newdata);
  std::rcu_retire(olddata);  // reclaim *olddata when safe
}



Hazard Pointer

ー Safe memory reclamation for lock-
free objects (2004)

Each hazard pointer can be
written only by its owner thread,
but can be read by other threads.

“

“



Implementations

C

Concurrency Kit - ck/src/ck_hp.c

C++

folly/synchronization/Hazptr.h

https://github.com/concurrencykit/ck/blob/master/src/ck_hp.c
https://github.com/facebook/folly/blob/main/folly/synchronization/Hazptr.h


Example (Read-Mostly Shared Data)
#include <hazard_pointer>

struct Data : hazard_pointer_obj_base<Data> { /∗ members ∗/ };
atomic<Data*> pdata_;

// Called frequently and in parallel
template <typename U, typename Func>
U reader_op(Func userFn) {
  hazard_pointer h = make_hazard_pointer();
  Data* p = h.protect(pdata_);
  // The user function userFn is allowed to block and call the writer function because hazard
  // pointer protection does not block writers or prevent the reclamation of unprotected objects.
  return userFn(p); // Safe to access *p.
} // RAII end of protection.

// May be called concurrently with readers
void writer(Data* newdata) {
  Data* old = pdata_.exchange(newdata);
  old->retire(); // Reclaim old when unprotected.
}
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https://www.kernel.org/doc/html/latest/RCU/whatisRCU.html
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Talk at CppCon 2023

Concurrency TS2: Improved C++ Concurrency and Lock-free
Programming

cppreference.com

https://en.cppreference.com/w/cpp/header/rcu

https://en.cppreference.com/w/cpp/header/hazard_pointer

ISO C++

Current Status

https://www.youtube.com/watch?v=wS8xFF-Ha0s
https://www.youtube.com/watch?v=wS8xFF-Ha0s
https://en.cppreference.com/w/cpp/header/rcu
https://en.cppreference.com/w/cpp/header/hazard_pointer
https://isocpp.org/std/status


C++ Concurrency in Action

Chapter 7. Designing lock-free concurrent data structures


