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[bookmark: _Toc340652822]Scope
The purpose of this specification is limited to refactoring the existing API layer code to help further feature development and facilitating better documentation.
This specification does not include design for any new role based access control system. It will be covered in future milestones.

[bookmark: _Toc340652823]Introduction
This specification proposes some ideas around refactoring the current CloudStack API commands and is described further.
[bookmark: _Toc340652824]API refactoring
This work involves refactoring the API layer commands to:
· Facilitate better documentation generation
· Adding validation of input parameters at API layer
· Packaging the commands per entity category (VirtualMachine, Volume are some examples of entities in CloudStack)
· Existing ACL code cleanup 

[bookmark: _Toc340652825]Existing ACL code cleanup
Current CloudStack (4.0) access control is present largely in the business logic at Service layer as shown below 
[image: ]
It is done by the manager implementations that process the API requests. But it does not allow customization and lacks access granting capabilities.
· Most of the access checks for the Create/Delete/Update type operations are done by following adapter interface: com.cloud.acl.SecurityChecker implemented by com.cloud.acl.DomainChecker.
· All the Read (List*) operations, involves joining against the domain table to apply access control.
· This implementation of access control is tightly coupled with the domain tree in CloudStack and leaves no room for any customizations.
· If access to VM’s is to be provided to any other account which is not within the domain hierarchy of the owner account, it is not possible to specify in current CloudStack
· Nor can one create users with only read access within an account
· Also, custom role definition is not possible 

This specification proposes how to cleanup current ACL code so that we can put all access checks at API layer in a uniform manner.
[bookmark: _Toc340652826]Milestones
The refactoring work will be done in phases:
· Milestone 1
· Before introducing a new ACL model, it is necessary to clean up the current CloudStack code and put all access checks at API layer. If access checks are done in a uniform manner by API Server even before the Service layer is called, it would make the next task of outsourcing the access control checks to a separate service from API layer, easy.

· Some other API refactoring



· Milestone 2
This should involve designing a new role based access control module. This module should be able to run as a separate service/webapp. The goal is to build a separate ACL service that is called by API layer on every API request, to make access checks on the command, user account, entities involved. Once the access is granted, API layer can relay the request to the orchestration layer for further processing.

[bookmark: _Toc340652827]Development Branch
A new branch is created - ‘api_refactoring’ branch off the apache master branch. All the api and acl refactoring work will be put in this branch.




[bookmark: _Toc340652828]Functionality Description – milestone 1
This section describes each of the functionality to be completed for milestone1 of the refactoring work.
[bookmark: _Toc340652829]API command packaging
Currently all our API commands sit under com.cloud.api.commands package.
We need to package the commands based on what resource they are relevant for.
Thus all VM commands should go under say com.cloud.api.commands.VirtualMachine, all volume commands to com.cloud.api.commands.Volume etc.
[bookmark: _Toc340652830]API Annotations
API annotations are needed to solve the following problems:
1. API Documentation generation

To generate uniform documentation across all API command and also link related API commands together we will put annotations on the commands that the document generator can use.

The document generation process is as shown:
[image: ]

2. ACL at API layer
To make the access checks for any request, following is the basic input needed:
· Resource Identifier
· Resource Type 
· User/Account needing access
· Operation Type 
APIServer processes all commands by reflection and does not understand the semantics of each parameter of the command. It sees all parameters as Long/Boolean/String/List/Map values.
If we want API layer to make the access checks, before calling the service layer, we need to provide these inputs to the APIServer when any API Command is invoked. 
We will use the annotations to put this information on each *.Cmd, which the APIServer can process before the *.Cmd is actually invoked.


[bookmark: _Toc340652831]@Parameter annotation changes
com.cloud.api.Parameter annotation is used by all API command parameters. We need to add another attribute to this annotation to indicate the entity a parameter refers to. 
Class<?>[] entityType() default Object.class;
The parameter could be a simple Id of one resource, or a list of Ids of one resource type, or a map between two resource types. Hence this needs to be an array of Objects. 
e.g. say for com.cloud.api.commands.DeployVMCmd, we have following parameters that can refer to the resources as indicated in the annotation:

    @Parameter(name=ApiConstants.DISK_OFFERING_ID, type=CommandType.LONG, description="the ID of the disk offering for the virtual machine. If the template is of ISO format, the diskOfferingId is for the root disk volume. Otherwise this parameter is used to indicate the offering for the data disk volume. If the templateId parameter passed is from a Template object, the diskOfferingId refers to a DATA Disk Volume created. If the templateId parameter passed is from an ISO object, the diskOfferingId refers to a ROOT Disk Volume created.”,entityType=DiskOffering.class)
    private Long diskOfferingId;

    @Parameter(name=ApiConstants.SECURITY_GROUP_IDS, type=CommandType.LIST, collectionType=CommandType.LONG, description="comma separated list of security groups id that going to be applied to the virtual machine. Should be passed only when vm is created from a zone with Basic Network support. Mutually exclusive with securitygroupnames parameter", entityType =SecurityGroup.class)
    private List<Long> securityGroupIdList;


    @Parameter(name = ApiConstants.IP_NETWORK_LIST, type = CommandType.MAP, description = "ip to network mapping. Can't be specified with networkIds parameter. Example: iptonetworklist[0].ip=10.10.10.11&iptonetworklist[0].networkid=204 - requests to use ip 10.10.10.11 in network id=204", entityType={IpAddress.class,Network.class})
    private Map ipToNetworkList;
    
[bookmark: _Toc340652832]@acl annotation
We need a mechanism to let APIServer know which entities need access check, when an API command is invoked. We can use an annotation on the command parameters to indicate this.
Following annotation can be added: com.cloud.api.ACL to the parameters.
e.g say for  com.cloud.api.commands.DeployVMCmd:
@ACL
@IdentityMapper(entityTableName="vm_template")
@Parameter(name=ApiConstants.TEMPLATE_ID, type=CommandType.LONG, required=true, description="the ID of the template for the virtual machine", entityType =VirtualMachineTemplate.class)
private Long templateId;
Thus APIServer can do the access check for this parameter, since the parameter holds the @acl annotation. APIServer can load the correct entity to check access for by checking what the entityType is and using the parameter value.
Processing the annotation:
APIServer can process the parameters having acl annotation in following way and gather the entities that needs access check.
1. Simple Id:
When the command parameter is a simple identifier, APIServer can load the entity by using the EntityManager to call the corresponding DAO to grab the entity by Id. 
2. List of Ids:
APIServer can load the collection of entities by using EntityManager.
3. List of Names:
We need to identify the commands that take in names for entities instead of a Long identifier. For such entities, we will have to change their DAO’s to support ExternalDAO interface that supports findByXID
4. Map:
Some command parameters can be of type Map of two entities. In such cases, the annotation needs to specify whether the key or the value of Map needs to be checked for access.
e.g.: In deployVMCmd:
@ACL(checkValueAccess=true)
@Parameter(name = ApiConstants.IP_NETWORK_LIST, type = CommandType.MAP, description = "ip to network mapping. Can't be specified with networkIds parameter. Example: iptonetworklist[0].ip=10.10.10.11&iptonetworklist[0].networkid=204 - requests to use ip 10.10.10.11 in network id=204", entityType={IpAddress.class,Network.class})
private Map ipToNetworkList;


[bookmark: _Toc340652833]@validate annotation
This annotation will indicate to the API layer that the corresponding parameter needs validation. It can also specify the specific validators that should be used for validation.
We should provide a default list of default Validators as follows:
· DBEntityValidator
· Validate that the entity exists in the database by fetching it by the ID value

· RangeValidator
· Validate that the parameter fits in the min-max requirements
Validators should be type of adapters, so that one can add a custom validator per needs.
e.g: In deployVMCmd:
@validate(validators={ DBEntityValidator.class}, description=”Validate if the entity exists in the database”)
@IdentityMapper(entityTableName="host")
@Parameter(name=ApiConstants.HOST_ID, type=CommandType.LONG, description="destination Host ID to deploy the VM to - parameter available for root admin nly")
 private Long hostId;
@validate(validators={ RangeValidator.class}, range=””)
@Parameter(name=ApiConstants.SIZE, type=CommandType.LONG, description="the arbitrary size for the DATADISK volume. Mutually exclusive with diskOfferingId")
 private Long size;

[bookmark: _Toc340652834]@command annotation changes
We can change the existing ‘@implementation’ annotation to ‘@command’. This annotation exists over all API commands mainly used for documentation purposes.
We need to add another attribute “related” to this to indicate what other API commands this command is related to. 
The same value can be put on other commands and the document generator can link the commands together. By default, all commands in one package will be related.

Also we can add an attribute called “ancestors” to the annotation to indicate the deprecated name of the command in previous versions, if exists.

@command(description="Creates and automatically starts a virtual machine based on a service offering, disk offering, and template.", responseObject=UserVmResponse.class,  related=”ABC”, ancestors=””)
public class DeployVMCmd extends BaseAsyncCreateCmd {


[bookmark: _Toc340652835]@doc annotation
We need to put this annotation on the entity classes and provide the description of the underlying entity.
@doc(description=””)
public interface Network extends ControlledEntity {
The document generator can process all API commands and per parameter, it can check the entityType attribute of the @Parameter annotation. It can read the documentation of the corresponding entity class.

[bookmark: _Toc340652836]Adapters for ACL
We plan to provide adapters to the access control checks on the API commands and the entities. Adapters will provide the flexibility of providing custom Acl implementations.
APIServer can call these adapters when the command is invoked:
· APIAccessChecker
public interface APIAccessChecker extends Adapter {
	boolean canAccessAPI(List<Role> roles, String apiCommandName) throws PermissionDeniedException;
}
The implementation of this adapter can check if the caller can invoke the given API command.
By default, we can provide an implementation that checks the static roles of the caller and refer the commands.properties file to check the necessary roles for the command.
· com.cloud.acl.SecurityChecker interface (Entity access checker)
APIServer will gather all entities that need access check from the API command called. It can then call the existing DomainChecker implementation to check access on the entities based on domain tree.
We also need to group entities into two sets that the SecurityChecker can process.
· Infrastructure entity – entities like datacenter, disk offering, service offering that are not associated to an account
· Controlled entity – This is already existing and groups all entities that have a domain and accountid

When a RBAC system is in place, we can provide implementations for checking API access and entity access that is based on user roles and permissions granted.




[bookmark: _Toc340652837]Unit tests
We need to provide unit tests to test the API layer changes. 
For the ACL changes, we could create mock Service implementations that return dummy entities to the API layer to check access on.
Also we need to test the document generation annotations.

[bookmark: _Toc340652838]Guidelines for new API’s
· Place command in appropriate package
· Use annotations for documentation specifying ‘related’ commands
· Put ACL annotation on entities that should be checked for access
· Specify validators needed for the parameter validation
· Add unit tests to test the API commands
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