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Current state: Accepted
Discussion thread: here
JIRA: KAFKA-7896

Please keep the discussion on the mailing list rather than commenting on the wiki (wiki discussions get unwieldy fast).

Motivation

The existing Log4J Kafka appender supports producing to brokers that use the GSSAPI (kerberos) sasl mechanism, and only supports configuring jaas via
setting the jaas config file as a jvm property. This KIP covers extending this to include the PLAIN mechanism and to support configuring jaas via a property
passed to the producer.

Public Interfaces

We propose adding two new config properties to the log4j appender:

¢ SaslMechanism: The value for this config will be put into the "sasl.mechanism" property passed to the producer created by KafkalLog4jAppender.
If no value is provided for this property, then no value will be set for "sasl.mechanism" (which is the current behavior).

® ClientJaasConf: The value for this config will be put into the "saasl.jaas.config" property passed to the producer created by KafkaLog4jAppender.
If no value is provided for this property, then no value will be set for "sasl.jaas.config" (which is the current behavior).

Proposed Changes

The Public Interfaces section covers the proposed changes.

Compatibility, Deprecation, and Migration Plan

The proposal only changes behavior if the new configs are specified, so there are no compatibility concerns.

Rejected Alternatives

N/A


https://lists.apache.org/thread.html/20c41a5b9615b962a22a6aa46f89adaf61a28a1cf45fddb01f9db093@%3Cdev.kafka.apache.org%3E
https://issues.apache.org/jira/browse/KAFKA-7896
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