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Status

Current state: Adopted
Discussion thread: here

Vote thread: here

.& Unable to render Jira issues macro, execution
JIRA:
error.

PULL REQUEST: #6284

Please keep the discussion on the mailing list rather than commenting on the wiki (wiki discussions get unwieldy fast).

Motivation

The existing MaskField SMT uses null value equivalent for all types of fields masked.
We want to introduce custom replacement value for any string or numeric fields, which may be optionally specified in config.
Use cases:

® mask out any Personally Identifiable Information (PIl) with custom replacement

O QGN  *Hk_kkk_skkxk

O P XXX XXX XXX XXX
© Telephone number +0-000-000-0000
o etc

'replacement’ param value, if specified in config, will be applied to all fields in the ‘fields' param list. This way user can mask any string or numeric value
with any literal of his choice.

Public Interfaces

New param ‘replacement’ will be added to the MaskField SMT config. Param is optional so this change is backward compatible.

name description type default valid values importance
replacem | custom value replacement, that will be applied to all String null non-empty string with numeric or text value, which can be low
ent ‘fields' values converted to ‘fields' type(s)

(numeric or non-empty string values convertable to
the 'fields' type(s)).

Example config:


https://www.mail-archive.com/dev@kafka.apache.org/msg96176.html
https://www.mail-archive.com/dev@kafka.apache.org/msg96931.html
https://github.com/apache/kafka/pull/6284
https://github.com/apache/kafka/blob/trunk/connect/transforms/src/main/java/org/apache/kafka/connect/transforms/MaskField.java

config.properties
t ransf or ms=SSNMvask, | PMask, PhoneMask

transf or ns. SSNMask. t ype=or g. apache. kaf ka. connect . t r ansf or ns. MaskFi el d$Val ue
transf orms. SSNVask. fi el ds=ssn
transfornms. SSNVask. repl acenment =*** - xxx _ &% %%

transforns. | PMask. t ype=or g. apache. kaf ka. connect . t ransf or ns. MaskFi el d$Val ue
transforms. | PVask. fi el ds=i pAddr ess
transforns. | PMask. r epl acement =xxX. XXX. XXX. XXX

transf or ms. PhoneMask. t ype=or g. apache. kaf ka. connect . t ransf or ns. MaskFi el d$Val ue
transf or ms. PhoneMask. fi el ds=of fi ce, nobi |l e
transf or ms. PhoneMask. r epl acenent =+0- 000- 000- 0000

With config described above there will be 3 transformations, first and second will replace value in a single field, while third will be applied to both ‘office’
and 'phone’ fields.

Restrictions

! If replacement provided cannot be converted to the target field type or field type is not supported then org.apache.kafka.connect.errors.DataException
will be thrown.

@ only numeric (byte, short, int, long, float, double, Biginteger, BigDecimal) and String fields can be replaced with custom value.

0 Replacing Date, Map or List with custom value seems to be useless and makes conversion logic more complicated.

Proposed Changes

Add 'replacement’ param to config definition:

MaskField.java

private static final String REPLACEMENT_CONFI G = "repl acenment";

public static final ConfigDef CONFI G DEF = new Confi gDef ()
.define(FlI ELDS_CONFI G Confi gDef. Type. LI ST, ConfigDef. NO DEFAULT_VALUE, new NonEnptyLi stValidator(),
ConfigDef.lnportance. H GH, "Nanes of fields to mask.")
. defi ne( REPLACEMENT_CONFI G Confi gDef. Type. STRING null, new Confi gDef.NonEnptyString(), Confi gDef.
I nportance. LOW "Custom val ue replacenent, that will be applied to all"
+ " 'fields' values (nunmeric or non-enpty string values only).");

Define mapping functions for custom replacement value:

MaskField.java

private static final Mip<C ass<?>, Function<String, ?>> REPLACEMENT_MAPPI NG FUNC = new HashMap<>();

static {
REPLACEMENT_MAPPI NG_FUNC. put (Byte. cl ass, v -> Val ues. convert ToByte(null, v));
REPLACEMENT_MAPPI NG_FUNC. put (Short.cl ass, v -> Val ues. convertToShort(null, v));
REPLACEMENT_NMAPPI NG_FUNC. put (I nt eger.cl ass, v -> Val ues. convertTol nteger(null, v));
REPLACEMENT_MAPPI NG_FUNC. put (Long. cl ass, v -> Val ues. convert ToLong(null, v));
REPLACEMENT_MAPPI NG_FUNC. put (Fl oat . cl ass, v -> Val ues. convert ToFl oat (null, v));
REPLACEMENT_MAPPI NG_FUNC. put ( Doubl e. cl ass, v -> Val ues. convert ToDoubl e(null, v));
REPLACEMENT_MAPPI NG_FUNC. put (String. class, Function.identity());
REPLACENMENT_NMAPPI NG_FUNC. put ( Bi gDeci mal . cl ass, Bi gDeci nal : : new);
REPLACEMENT_MAPPI NG_FUNC. put ( Bi gl nt eger. cl ass, Bi gl nteger::new);



Define replacement function:

MaskField.java

private static Object maskW thCust onRepl acenent (Obj ect value, String replacenent) {
Function<String, ?> replacenent Mapper = REPLACEMENT_MAPPI NG_FUNC. get (val ue. get A ass());
if (replacenment Mapper == null) {
t hrow new Dat aExcepti on("Cannot mask value of type " + value.getClass() + " with customreplacenment.");

}

try {
return repl acement Mapper . appl y(repl acenent);

} catch (Nunber For mat Exception ex) {
t hrow new Dat aException("Unable to convert " + replacement + " (" + replacenent.getC ass() + ") to
nunber", ex);

}
}

Compatibility, Deprecation, and Migration Plan

The new configuration property in this proposal is backward compatible, so any existing connector configurations that use the MaskField SMT will continue
to work as-is with no behavioral changes. To use the replacement feature, such existing connector configurations will need to be modified to add a new
‘replacement’ property.

Rejected Alternatives

First version of the improvement, proposed in the PR, used JSON map of maskField replacement, this approach had both pros and cons:

o JSON:-like definition for custom replacement makes MaskField SMT more functional, as user can provide replacements for different fields using single
transformation like it was done for default replacements;

Q JSON:-like definition is complicated for the user;

@ JSON-like definition is more error-prone;

° JSON-like definition is less readable;

Q JSON:-like definition processing makes code more complex;

@ JSON-like definition does not comply with existing configurations for anything in Connect.

Based on the reasons stated above, we choose using single replacement for all mask fields provided, as it is always possible to use multiple MaskField
SMT instances in a connector.
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