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Status

Current state: Accepted - 2.6.0 contains describe and alter functionality, resolve is pending for a future release.
Discussion thread: here
JIRA: KAFKA-7740

Please keep the discussion on the mailing list rather than commenting on the wiki (wiki discussions get unwieldy fast).

Motivation

Quota management via Admin Client has gone through a couple drafts of proposals (KIP-248, KIP-422). While improvements have been made to the
Admin interface for configuration handling, fitting quotas into the API is awkward as they don't fit the natural key-value pairing, nor is the configuration
output expressive enough to return all useful information. Therefore, it'd be beneficial to have a quota-native API for managing quotas, which would offer
an intuitive and less error-prone interface, convey additional information beyond what the configuration APIs provide, and enable for future extensibility as
quotas types are added or evolved.

Background

By default, quotas are defined in terms of a user and client ID, where the user acts as an opaque principal name, and the client ID as a generic group
identifier. When setting quotas, an administrator has flexibility in how it specifies the user and client ID for which the quota applies, where the user and clien
t ID may be specifically named, indicated as a default, or omitted entirely. Since quotas have flexible configurations, there is a method for resolving the
quotas that apply to a request: a hierarchy structure is used, where the most specific defined quota will be matched to a request's user and client ID.

As represented by the current ZK node structure, the order in which quotas are matched are as follows, from highest priority to lowest (note <user> is a
specified user principal, <client-id> is a specified client ID, and <default> is a special default user/client ID that matches to all users or clients IDs):

/config/users/<user>/clients/<client-id>

/ confi g/ users/<user>/clients/<default>

/ confi g/ users/ <user >
/config/users/<default>/clients/<client-id>
/ confi g/ users/<default>/clients/<default>

/ config/users/<defaul t>
/config/clients/<client-id>
/config/clients/<default>

As such, reasoning around quotas can be complex, as it's not immediately obvious which quotas may apply to a given user and/or client ID. Providing

descriptive information about how gquotas are matched is the first goal of this KIP. Likewise, retrieving and modifying quota values can be done in a more
expressive and robust way, which is the second goal of the KIP.

APIs


https://lists.apache.org/thread.html/802de7a2167677bf647a729df74e828b6acd4185f2eb0a25ddb939f6%40%3Cdev.kafka.apache.org%3E
https://issues.apache.org/jira/browse/KAFKA-7740
https://cwiki.apache.org/confluence/display/KAFKA/KIP-248+-+Create+New+ConfigCommand+That+Uses+The+New+AdminClient
https://cwiki.apache.org/confluence/display/KAFKA/KIP-248+-+Create+New+ConfigCommand+That+Uses+The+New+AdminClient
https://cwiki.apache.org/confluence/display/KAFKA/KIP-422%3A+Add+support+for+client+quota+configuration+in+the+Kafka+Admin+Client

In order to clearly specify the APIs, let's first disambiguate some terminology: Every client request that is processed is associated with a quota entity, which
is a map of entity types to their corresponding entity names for the request. Using the current entity types, an entity is of the form { user =t est - user, cl
ient-id=test-client},whereuser andclient-id arethetypes,andtest-user andtest-client are the names. However, when specifying a
quota configuration entry, only a subset of the entity types need to be provided, which is referred to as an entity match, for example, { user =<def aul t >} .

For describing quotas, there's two modes of operation that are necessary for administration: config-centric, and entity-centric.

1. The config-centric mode describes what is exactly specified for the configuration for the given entity match. However, it would also be useful to
also be able to determine which matches have configuration values defined, so the presence of a filter is used for gathering information about the
entity matches that the administrator is interested in. This is DescribeClientQuotas.

2. The entity-centric mode describes what quotas apply to an entity. Note that an entity may match to various configuration entries depending on
how the quotas are specified, e.g. the producer byte rate may be specified for the user, but the consumer byte rate for the client ID. Since it may
not be clear how quotas were matched for an entity from the configuration, additional information should be returned to provide more context. This
is ResolveClientQuotas.

Altering quotas only works on a config-centric manner, and therefore doesn't need distinguishing. For a given entity match, the administrator should be
able to specify which quotas apply, or alternatively remove existing quotas so they no longer match. This is AlterClientQuotas.

The quota values are of type Doubl e, which presents a complication in that the RPC protocol doesn't support floating point values. To accommodate this,
RPC protocol message type 'double’ will be added, which will serialize doubles according to the IEEE 754 floating-point "double format" bit layout.

Types Rationale

While there's two defined entity types in AK, a server-side plugin mechanism allows for further expansion. Likewise, as use cases evolve, finer-grained
quota control may be necessary. Therefore, entity types should not be statically bound to publicly defined constants, and instead the API should support
flexible entity types by interpreting them as a St r i ng identifier. Any entity types that the broker doesn't understand should throw an I | | egal Ar gunent Ex
cept i on back to the client.

The quota types (producer byte rate, consumer byte rate, etc.) should also be given the same consideration. The possible quota applications may expand
in the future, and the API shouldn't lock in which quota types are accessible. Modification of quota types that are unknown should also fail with error.

Since a fixed set of entity types aren't defined, an entity should be represented by a Map<Stri ng, St ri ng>, which maps an entity type to the entity
name.

Public Interfaces

Admin client calls will be added to correspond to Descri beCl i ent Quot as, Resol ved i ent Quot as, and Al t er d i ent Quot as, with supporting types
defined in the common.quotas package.

Common types in package org.apache.kafka.common.quota (2.6.0)

/**

* Describes a client quota entity, which is a napping of entity types to their nanes.
*/

public class CientQuotaEntity {

/**

* The type of an entity entry.

*/

public static final String USER = "user";

public static final String CLIENT_ID = "client-id";

/**
* Constructs a quota entity for the given types and nanes. If a nane is null,
* then it is napped to the built-in default entity name.

*

* @aramentries maps entity type to its name
*/
public CientQuotaEntity(Mp<String, String> entries);

/**
* @eturn map of entity type to its nane
*/
public Map<String, String> entries();
}

/**

* Describes a conponent for applying a client quota filter.
*/

public class CientQuotaFilterConponent {



}

| *x*

*

*/

* Constructs and returns a filter component that exactly matches the provided entity
* nane for the entity type.

* @aramentityType the entity type the filter conponent applies to

* @aramentityNamre the entity nane that's matched exactly

*/

public static CientQuotaFilterConponent of Entity(String entityType, String entityNane);

/**
* Constructs and returns a filter conponent that natches the built-in default entity nane
* for the entity type.

*

* @aramentityType the entity type the filter conponent applies to

*/

public static dientQuotaFilterConponent of DefaultEntity(String entityType);

/**
* Constructs and returns a filter conponent that natches any specified nane for the
* entity type.

*

* @aramentityType the entity type the filter conponent applies to
*/
public static CientQuotaFilterConponent of EntityType(String entityType);

| **

* @eturn the conponent's entity type
*/
public String entityType();

| **

* @eturn the optional match string, where:

* if present, the nanme that's natched exactly
* if enpty, matches the default nane

* if null, matches any specified nane

*/

public Optional <String> match();

Describes a client quota entity filter.

public class CientQuotaFilter {

/**
* Afilter to be applied to matching client quotas.
*
* @aram conponents the conponents to filter on
* @aramstrict whether the filter only includes specified conponents
*/
private dientQuotaFilter(Collection<CientQuotaFilterConponent> conponents, boolean strict);

/**

* Constructs and returns a quota filter that matches all provided conmponents. Matching entities
* with entity types that are not specified by a conponent will also be included in the result.
*

* @aram conponents the conponents for the filter

*/

public static CientQuotaFilter contains(Collection<C ientQotaFilterConponent> conponents);

/**

* Constructs and returns a quota filter that matches all provided conmponents. Matching entities
* with entity types that are not specified by a conponent will *not* be included in the result.
*

* @aram conponents the conponents for the filter

*/

public static CientQuotaFilter contai nsOnly(Collection<d ientQuotaFilterConponent> conponents);

| **

* Constructs and returns a quota filter that matches all configured entities.
*/



public static dientQuotaFilter all();

/**
* @eturn the filter's conponents
*/
public Collection<dientQuotaFilterConponent> conponents();

/**
* @eturn whether the filter is strict, i.e. only includes specified conponents
*/
public bool ean strict();
}
/**

* Describes a configuration alteration to be nade to a client quota entity.
*/
public class CientQuotaAlteration {

public static class Op {

/**

* @aramkey the quota type to alter

* @aramvalue if set then the existing value is updated,

* otherwise if null, the existing value is cleared
*/

public Op(String key, Double val ue);

/*-k

* @eturn the quota type to alter
*/

public String key();

/**
* @eturn if set then the existing value is updated,
* otherwise if null, the existing value is cleared
*/
publ i c Doubl e val ue();
}

private final CientQuotaEntity entity;
private final Collection<Op> ops;

/**

* @aramentity the entity whose config will be nodified

* @aramops the alteration to perform

*/

public CientQuotaAl teration(CientQotaEntity entity, Collection<Qp> ops);

/**

* @eturn the entity whose config will be nodified
*/

public CientQuotaEntity entity();

/**

* @eturn the alteration to perform
*/

public Collection<Qp> ops();

DescribeClientQuotas (2.6.0)



public class DescribeC ientQuotasOptions extends Abstract Opti ons<DescribeC ientQuotasOptions> {
/1 Enpty.
}

/**
* The result of the {@ink Adm n#descri bed i ent Quotas(Col | ection, DescribeC ientQuotasOptions)} call.
*/

public class DescribedientQotasResult {

/**

* Maps an entity to its configured quota value(s). Note if no value is defined for a quota

* type for that entity's config, then it is not included in the resulting val ue map.

*

* @aramentities future for the collection of entities that natched the filter

*/

public Described ient QuotasResul t (Kaf kaFut ure<Map<Cl i ent Quot akEntity, Map<String, Doubl e>>> entities);

/**
* Returns a map fromquota entity to a future which can be used to check the status of the operation.
*/
publ i ¢ Kaf kaFut ur e<Map<d i ent Quot aEntity, Map<String, Double>>> entities();
}

public interface Admi n extends AutoC oseable {

* Describes all entities matching the provided filter that have at |east one client quota configuration
* val ue defined.

* <p>

* The followi ng exceptions can be anticipated when calling {@ode get()} on the future fromthe

* returned {@ink DescribedientQotasResult}:

* <ul >

* <li>{@ink org.apache. kaf ka. conmon. errors. O ust er Aut hori zati onExcepti on}

* If the authenticated user didn't have describe access to the cluster.</li>

* <li>{@ink org. apache. kaf ka. conmon. errors. | nval i dRequest Excepti on}

* If the request details are invalid. e.g., an invalid entity type was specified.</li>
* <li>{@ink org. apache. kaf ka. conmon. errors. Ti neout Except i on}

* If the request tined out before the describe could finish.</li>

* </ul >

* <p>

* This operation is supported by brokers with version 2.6.0 or higher.

* @aramfilter the filter to apply to match entities

* @aramoptions the options to use

* @eturn the DescribeCd ientQotasResult containing the result

*/

Descri bed i ent Quot asResult describeC ientQuotas(CientQuotaFilter filter, Described ientQotasOptions
options);

}

ResolveClientQuotas (pending future release)



public class Resol ved ientQuotasOptions extends Abstract Opti ons<Resol ved i ent Quot asOpti ons> {
/1 Enpty.
}

/**
* The result of the {@ink Adm n#resol ved i ent Quot as(Col | ection, ResolveCd ientQotasOptions)} call.
*/
public class Resol ved ient QuotasResult {
/**

* |Informati on about a specific quota configuration entry.

*/
public class Entry {
/**
* @aram source the entity source for the val ue
* @aram val ue the non-null val ue
*/
public Entry(QuotaEntity source, Double value);
}
/**

* Informati on about the value for a quota type.

* NOTE: We maintain a ~Value class because additional information may be added, e.g.,
* a list of overridden entries.
*/
public class Val ue {
/**
* @aramentry the quota entry
*/
public Value(Entry entry);

* Maps a collection of entities to their resolved quota val ues.

* @aramconfig the quota configuration for the requested entities
*/
publ i c Resol ved i ent Quot asResul t (Map<Quot aEntity, KafkaFuture<Map<String, Value>>> config);

/**

* Returns a map fromquota entity to a future which can be used to check the status of the operation.
*/

public Map<QuotaEntity, KafkaFuture<Map<String, Value>>> config();

/**
* Returns a future which succeeds only if all quota descriptions succeed.
*/
publ i ¢ Kaf kaFut ure<Void> all ();
}

public interface Adm n extends AutoCl oseable {

/**

* Resolves the effective quota values for the provided entities.

*

* @aramentities the entities to describe the resolved quotas for

* @aramoptions the options to use

* @eturn the resolved quotas for the entities

*/

Resol ved i ent Quot asResult resol ved i ent Quot as(Col | ecti on<Quot aEntity> entities, ResolveC ientQuotasOptions

options);

}

AlterClientQuotas (2.6.0)

AlterQuotas



| **

* Options for {@ink Adm n#al terdientQuotas(Collection, AterdientQotasOptions)}.

*

* The APl of this class is evolving, see {@ink Adnmin} for details.

*/

public class AlterdientQotasOptions extends Abstract Options<Alterd ientQotasOptions> {

/**

* Returns whether the request should be validated without altering the configs.
*/

public bool ean validateOnly();

/*-k
* Sets whether the request should be validated without altering the configs.
*/
public AlterCientQuotasOptions validateOnl y(bool ean validateOnly);
}

/**

* The result of the {@ink Admi n#alterdientQuotas(Collection, AlterCientQuotasOptions)} call.
*

* The APl of this class is evolving, see {@ink Adnmin} for details.

*/

@nterfaceStability. Evol ving

public class AlterdientQotasResult {

/**
* Maps an entity to its alteration result.
*
* @aramfutures maps entity to its alteration result
*
/
public AlterdientQuotasResult(Map<CientQotaEntity, KafkaFuture<Void>> futures);

/**

* Returns a map fromquota entity to a future which can be used to check the status of the operation.
*/

public Map<CientQuotaEntity, KafkaFuture<Void>> val ues();

/**
* Returns a future which succeeds only if all quota alterations succeed.
*/
publ i c Kaf kaFut ure<Voi d> all ();
}

public interface Admi n extends AutoCl oseable {

/**

* Alters client quota configurations with the specified alterations.

* o <p>

* Alterations for a single entity are atomc, but across entities is not guaranteed. The resulting

* per-entity error code should be evaluated to resolve the success or failure of all updates.

* <p>

* The foll owi ng exceptions can be anticipated when calling {@ode get()} on the futures obtained from
* the returned {@ink AlterdientQotasResult}:

* <ul >

* <li>{@ink org. apache. kaf ka. conmon. errors. d ust er Aut hori zat i onExcepti on}

* If the authenticated user didn't have alter access to the cluster.</li>

* <li>{@ink org.apache. kaf ka. conmon. errors. I nval i dRequest Except i on}

* If the request details are invalid. e.g., a configuration key was specified nore than once for an

entity.</li>
* <li>{@ink org.apache. kaf ka. conmon. errors. Ti neout Excepti on}

* If the request tinmed out before the alterations could finish. It cannot be guaranteed whether the
updat e

* succeed or not.</li>

* <ful >

* <p>

* This operation is supported by brokers with version 2.6.0 or higher.

* @aramentries the alterations to perform
* @eturn the AlterCientQuotasResult containing the result



*/
AlterClientQuotasResult alterCientQuotas(Collection<CientQuotaAlteration> entries,
Al terCientQuotasOptions options);
}

kafka-configs.sh/ConfigCommand (2.6.0)

As a result of introducing the APIs, the Conf i gCommand will be updated to support the users and clients entity types when using the - - boot st r ap-
server option. The modification to Conf i gConmand was adopted in KIP-543, and usage will remain unchanged from the original - - zookeeper function
ality.

kafka-client-quotas.sh/ClientQuotasCommand (pending future release)

A d i ent Quot asCommrand would be constructed with an associated bi n/ kaf ka- cl i ent - quot as. sh script for managing quotas via command line,
and would have three modes of operation, roughly correlating to each of the API calls:

1. Describe: Describes the quota entities for the given entity specification and their corresponding quota values, as explicitly specified in the
configuration. The user may provide explicit entity types+names, or a pattern to apply to an entity type find matching entity names. If an entity
type is omitted from the input, it is treated as a wildcard.

2. Resolve: Resolves the effective quotas for an entity, including contextual information about how those quotas were derived. This includes what
configuration entries matched to the entity.

3. Alter: Modifies a quota configuration entry in an incremental manner, i.e. specify which entries to add, update, and/or remove.

Flags

Various flags will be used to accomplish these operations.

Common flags:

- - boot st rap- server : The standard bootstrap server.

- -command- conf i g: Property file for the Admin client.

Operations (mutually exclusive):

- -descri be: Describes the entities that match the given specification, and prints out their configuration values.
--resol ve: Resolves the effective quota values for an entity.

- - al t er: Alters the configuration for the given specification.

Entity specification flags (common to all):

- - nanes: Comma-separated list of type=name pairs, e.g. "user=some-user,client-id=some-client-id"

- - def aul t s: Comma-separated list of entity types with the default name, e.g. "defaults=user,client-id" (Note a separate flag is necessary since names
are opaque.)

Exclusive to - - descri be: None.

Exclusive to - - r esol ve: None.

Exclusiveto--al ter:

- - add: Comma-separated list of entries to add or update to the configuration, in format "name=value".

- - del et e: Comma-separated list of entries to remove from the configuration, in format "name".
--val i dat e- onl y: If set, validates the alteration but doesn't perform it.

Input

When specifying configuration entries, the form: quot a- name[ =quot a- val ue] is used.

Output

In general, the output of the entities will be of the form: {entity-type=entity-nane, ...}, whereentity-nane is sanitized for output since it is an
opaque string. When displaying configuration values, the form: quot a- nane=quot a- val ue.

Describe:


https://cwiki.apache.org/confluence/display/KAFKA/KIP-543%3A+Expand+ConfigCommand%27s+non-ZK+functionality

$. / bi n/ kaf ka-cl i ent - quot as. sh --boot strap-server |ocal host: 9092 --describe \
--nanmes=client-id=ny-client

{user=user-one, client-id=ny-client}
consuner _byt e_r at e=4000000
producer _byte_rat e=1000000

{user=user-two, client-id=ny-client}
producer _byt e_rat e=2000000

{user=<default>, client-id=ny-client}

consuner _byte_rate=1000000
producer _byte_rat e=500000

Resolve:

$./bi n/ kaf ka-cl i ent-quot as. sh --bootstrap-server |ocal host:9092 --resolve \
- - nanmes=user =user-two, cli ent-id=ny-client

consuner _byt e_rat e=2000000 {user=user-two, client-id=ny-client}
producer _byte_rat e=500000 {user=<default>, client-id=nmy-client}

Alter:

$. / bi n/ kaf ka-cl i ent - quot as. sh --boot strap-server |ocal host: 9092 --alter \
--nanes=client-id=ny-client --defaults=user \
--add=consumner _byt e_r at e=2000000 \
--del et e=producer_byte_rate

<no output on success>

$./bi n/ kaf ka-cl i ent-quot as. sh --bootstrap-server |ocal host:9092 --describe \
--nanmes=client-id=ny-client --defaults=user

{user=<default>, client-id=ny-client}
consuner _byt e_r at e=2000000

Proposed Changes

In addition to the API changes above, the following write protocol would be implemented:

DescribeClientQuotas (2.6.0)



"api Key": 48,
"type": "request",
"nane": "Described ient QuotasRequest",
"val i dVersions": "0",
"fl exi bl eVersions": "none",
"fields": [
{ "nanme":
"about":
{ "name":
"about ":
{ "nane":
"about ":
{ "nane":
"about ":
1},
{ "name":
"about":

"Conmponents", "type": "[] Conmponent Data",
"Filter conponents to apply to quota entities."
"EntityType", "type": "string", "versions":

"Mat chType", "type": "int8", "versions": "0+",
"How to match the entity {0 = exact name, 1 =
"Match", "type": "string", "versions": "O+",
"The string to match against, or null
"0+,

"Strict", "type": "bool", "versions":

"Whet her the match is strict, i.e.

"api Key": 48,
"type": "response",
"name": "Described ient QotasResponse",
"val i dVersions": "0",
"fl exi bl eVersions": "none",
"fields": [
{ "name": "ThrottleTi meMs",
"about ":
zero if the request did not violate any quota." },
{ "name": "ErrorCode", "type": "intl1l6", "versions":
"about": "The error code, or “0°
{ "name": "ErrorMessage", "type": "string", "versions":
"about": "The error message, or “null® if the quota desc
{ "name": "Entries", "type": "[]EntryData", "versions":
"about": "Aresult entry.", "fields": [
{ "name": "Entity", "type": "[]EntityData",
"about": "The quota entity description.",
{ "name": "EntityType", "type": "string",
"about": "The entity type." },
{ "name": "EntityNanme", "type":
"about": "The entity nane, or

"type": "int32", "versions":

"o+

"versions":
"fields": [
"versions":

"string", "versions":
null if the default."

1},

{ "name":

"versions":
"fields":
"0+

"Val ues", "type": "[]Val ueData",

"about": "The quota values for the entity.",

{ "name": "Key", "type": "string", "versions":
"about": "The quota configuration key." },

{ "name": "Value", "type": "float64", "versions":
"about": "The quota configuration value." }

" 04"

ResolveClientQuotas (pending future release)

"versions":
, "fields": [
"0+,

"The entity type that the filter conponent applies to." },

"nul | abl eVer si ons":
if unused for the match type." }

"o+

"0+

default name, 2 = any specified

"0+t

name}." },

shoul d exclude entities with unspecified entity types." }

0+",

"The duration in mlliseconds for which the request was throttled due to a quota violation,

if the quota description succeeded." },
"0+

"nul | abl eVersi ons": "0+",

ription succeeded." },
"nul | abl eVer si ons":

"o+,
"0+,

"o+,

"o+,
}

"nul | abl eVersi ons": "0+",

0+,
[

or



"api Key": 50,
"type": "request",
"nane": "Resol ved i ent Quot asRequest",
"val i dVersions": "0",
"fl exi bl eVersions": "none",
"fields": [
{ "name": "Entity", "type": "[]QuotaEntityData", "versions": "O0+",
"about": "The quota entity description.", "fields": [
{ "nane": "EntityType", "type": "string", "versions": "O0+",
"about": "The entity type." },
{ "nanme": "EntityNane", "type": "string", "versions": "0+",
"about": "The entity nane." }
1}
]
}
{
"api Key": 50,
"type": "response",
"name": "Resol ved i ent Quot asResponse",
"val i dVersions": "0",
"fl exi bl eVersions": "none",
"fields": [
{ "name": "ThrottleTi neMs", "type": "int32", "versions": "0+",
"about": "The duration in mlliseconds for which the request was throttled due to a quota violation, or
zero if the request did not violate any quota." },
{ "name": "Entry", "type": "[]QuotaEntryData", "versions": "O0+",
"about": "Resolved quota entries.", "fields": [
{ "name": "ErrorCode", "type": "intl6", "versions": "O0+",
"about": "The error code, or "0 if the resolved quota description succeeded." },
{ "nanme": "ErrorMessage", "type": "string", "versions": "0+", "nullableVersions": "0+",
"about": "The error nmessage, or "null’ if the resolved quota description succeeded." },
{ "nanme": "QuotaEntity", "type": "[]QuotaEntity", "versions": "O0+",
"about": "Resolved quota entries.", "fields": [
{ "name": "EntityType", "type": "string", "versions": "0+",
"about": "The entity type." },
{ "name": "EntityNanme", "type": "string", "versions": "0+",
"about": "The entity name." }
1},
{ "name": "QuotaValues", "type": "[]QuotaVal uebata", "versions": "0+",
"about": "Quota configuration values.", "fields": [
{ "name": "Type", "type": "string", "versions": "O+",
"about": "The quota type." },
{ "name": "Entry", "type": "[]ValueEntryData", "versions": "O0+",
"about": "Quota value entries.", "fields": [
{ "name": "QuotaEntity", "type": "[]ValueQuotaEntity", "versions": "0+",
"about": "Resolved quota entries.", "fields": [
{ "name": "EntityType", "type": "string", "versions": "0+",
"about": "The entity type." },
{ "name": "EntityNanme", "type": "string", "versions": "0+",
"about": "The entity name." }
1},
{ "name": "Value", "type": "double", "versions": "O0+",
"about": "The quota configuration value." }
1}
1}
1}
]
}

AlterClientQuotas (2.6.0)



"api Key": 49,
"type": "request",
"nane": "AlterCientQuotasRequest"”,
"val i dVersions": "0",
"fl exi bl eVersions": "none",
"fields": [
{ "name": "Entries", "type": "[]EntryData", "versions": "0+",
"about": "The quota configuration entries to alter.", "fields": [
{ "nanme": "Entity", "type": "[]EntityData", "versions": "0+",
"about": "The quota entity to alter.", "fields": [
{ "name": "EntityType", "type": "string", "versions": "0+",
"about": "The entity type." },
{ "name": "EntityName", "type": "string", "versions": "0+", "nullabl eVersions": "0+",
"about": "The nane of the entity, or null if the default." }
1},
{ "name": "Ops", "type": "[]OpData", "versions": "O+",
"about": "An individual quota configuration entry to alter.", "fields": [
{ "name": "Key", "type": "string", "versions": "O+",
"about": "The quota configuration key." },
{ "name": "Value", "type": "float64", "versions": "O0+",
"about": "The value to set, otherwise ignored if the value is to be renoved." },
{ "name": "Renove", "type": "bool", "versions": "O0+",
"about": "Whether the quota configuration value should be renoved, otherw se set." }
1}
1},
{ "name": "ValidateOnly", "type": "bool", "versions": "0+",
"about": "Whether the alteration should be validated, but not perforned." }
]
}
{
"api Key": 49,
"type": "response",
"name": "Alterdient QotasResponse",

"val i dVersi ons":

"fl exi bl eVersi ons":

"fields": [

{ "name": "ThrottleTi meM",
"The duration in mlliseconds for which the request was throttled due to a quota violation,

zero if the request did not violate any quota." },

"about":

"o,
"none",

"type": "int32",

"versions":

"o+,

{ "name": "Entries", "type": "[]EntryData", "versions": "0+",
"about": "The quota configuration entries to alter.", "fields": [
{ "nanme": "ErrorCode", "type": "intl1l6", "versions": "0+",
"about": "The error code, or "0 if the quota alteration succeeded." },

{ "name": "ErrorMessage", "type": "string", "versions": "0+", "nullableVersions": "0+",
"about": "The error nessage, or "null” if the quota alteration succeeded." },
{ "nanme": "Entity", "type": "[]EntityData", "versions": "0+",
"about": "The quota entity to alter.”, "fields": [
{ "name": "EntityType", "type": "string", "versions": "0+",
"about": "The entity type." },
{ "name": "EntityName", "type": "string", "versions": "0+", "nullabl eVersions": "0+"
"about": "The nane of the entity, or null if the default." }
1}
1}

Kafka RPC 'double’ support (2.6.0)

Note that, while the Byt eBuf f er natively supports serializing a Doubl e, the format in which the value is serialized is not strongly specified, so the
preference is to explicitly ensure a standard representation of double-precision 64-bit IEEE 754 format. This is achieved in Java using Doubl e.
doubl eToRawLongBi t s() and Doubl e. | ongBi t sToDoubl e() and should be easily portable to other languages.



clients/src/main/java/org/apache/kafka/common/utils/ByteUtils.java

/**

* Read a doubl e-precision 64-bit format | EEE 754 val ue.

*

* @aram buffer The buffer to read from

* @eturn The long val ue read

*/

public static doubl e readDoubl e(ByteBuffer buffer) {
return Doubl e. | ongBi t sToDoubl e( buf fer. getLong());

}

| **

* Wite the given double follow ng the doubl e-precision 64-bit format | EEE 754 value into the buffer.
*
* @aramval ue The value to wite
* @aram buffer The buffer to wite to
*/
public static void witeDoubl e(doubl e val ue, ByteBuffer buffer) {
buf f er. put Long( Doubl e. doubl eToRawLongBi t s(val ue));
}

The protocol type definition:

clients/src/main/java/org/apache/kafka/common/protocol/types/Type.java

public static final DocunmentedType DOUBLE = new Docunent edType() {
@verride
public void wite(ByteBuffer buffer, Object o) {
ByteWtils.witeDoubl e((Double) o, buffer);
}

@verride

public Qnject read(ByteBuffer buffer) {
return ByteUtils.readDoubl e(buffer);

}

@verride
public int sizeO (Cbject 0) {
return 8;

}

@verride
public String typeNane() {
return "DOUBLE";

}

@verride
public Doubl e validate(Object item {
if (iteminstanceof Doubl e)
return (Double) item

el se
t hrow new SchemaException(item+ " is not a Double.");

}
@verride
public String docurmentation() {

return "Represents a doubl e-precision 64-bit format | EEE 754 value. " +

"The val ues are encoded using eight bytes in network byte order (big-endian).";

}

}s

In generator/src/ main/javal or g/ apache/ kaf ka/ message/ MessageGener at or . j ava, the following operations will be used (code omitted for
brevity):



generator/src/main/java/org/apache/kafka/message/MessageGenerator.java

Hash code: Doubl e. hashCode(val ue)
Empty val ue: (double) O

Parsing a default value string: Double. parseDoubl e(def aul t Val ue)

Compatibility, Deprecation, and Migration Plan

All changes are forward-compatible, and no migration plan is necessary. It's outside the scope of this KIP to deprecate any functionality.

Rejected Alternatives

® Use existing describeConfigs/incrementalAlterConfigs for quota functionality. This falls short for a couple reasons. First, quotas entity names are
more dynamic than brokers and tasks which makes them awkward to fit into generic tools which expect a single unique, distinct key, e.g.
ConfigCommand. Second, there's no tool that expresses a way to get the resolved guota for an entity without some heavy engineering on the
client side, which lacks extensibility and is more expensive to perform, especially over large collection of entities. Therefore, it makes sense to
approach quotas as a standalone set of APIs that provide more targeted information and can properly support future extensibility.
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