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Status

Current state: Adopted

Discussion thread: https://www.mail-archive.com/dev@kafka.apache.org/msg111066.html

JIRA: .& Unable to render Jira issues macro, execution

error.

Please keep the discussion on the mailing list rather than commenting on the wiki (wiki discussions get unwieldy fast).

Motivation

In KAFKA-9144, we encountered a bug which could lead to a transaction being left in a hanging state. When this happens, the last stable offset (LSO) is
unable to advance which means that consumers using the r ead_conmi t t ed isolation level will be stuck. Furthermore, if the topic is compacted, then the
cleaner would be unable to clean beyond this offset which can lead to unbounded growth. Today there are no good recovery options for users who hit this
problem. The only practical option is to wait for the data from the hanging transaction to get removed from the log once retention time has been reached. In
the case of a compacted topic, options are even more scarce. Users in some cases have just deleted and recreated topics to get around this bug.

In this proposal, we aim to address this problem by providing the tools to recover from hanging transactions. As a part of this, we want to improve visibility
into transactional state. Unlike the group coordinator, there are no APIs currently which let us introspect the state of the transaction coordinator or the
producer state associated with each topic partition. Hence we want to add these APIs so that hanging transactions and any other EOS-related problems
can be more easily diagnosed.

Proposed Changes


https://www.mail-archive.com/dev@kafka.apache.org/msg111066.html
https://issues.apache.org/jira/browse/KAFKA-9144

This proposal provides the tooling support needed to detect, analyze, and safely recover from a hanging transaction.

Detection

The first issue to address is how a user can find topic partitions that may have hanging transactions. Preferably we want a metric so that alerts can be
triggered proactively rather than waiting for users to complain. Today, Kafka exposes a partition-level "LastStableOffsetLag" metric which indicates how far
behind the LSO is from the log end offset. When there is a hanging transaction, the LSO lag will tend to grow indefinitely. However, it is difficult to assign
an alert threshold because it depends on the characteristics of the application (e.g. transaction duration and throughput).

Ideally, we would prefer a metric which takes transaction timeout into account. Although partition leaders do not know the transaction timeout associated
with each transactional write, they do know the upper bound indicated by "t r ansact i on. max. t i meout . ns". Any transaction which has remained open
longer than this timeout ought to be treated as suspicious. We propose to add a new metric “"Parti ti onsW t hLat eTr ansact i onsCount *, which
tracks the count of the number of partitions which have open transactions with durations exceeding ‘t ransacti on. max. ti meout . ns". This gives users
a simple alert criteria.

Note that it is possible to have transaction timeouts which are exactly equal to "t ransact i on. max. ti meout . ns . To account for some extra latency
and avoid spurious alerts, we will add 5 minutes of padding before a transaction is counted in "Partiti onsWt hLat eTr ansact i onsCount " .

Analysis

Hanging transactions are the result of an inconsistent state between the replicas and the transaction coordinator. It is not easy to analyze a hanging
transaction if one is expected today because there is little visibility into either the producer state maintained by each replica or the transaction state of the
coordinator. We propose to add three new APIs to address this gap:

® DescribeProducers: this request is sent to partition leaders to describe the state of the active idempotent/transactional producers.

® ListTransactions: this request is sent to any broker to collect the current set of Transactionalld/Producerld which have pending transactions.

® DescribeTransactions: this request is sent to transaction coordinators to describe the transaction state in more detail (including the topic
partitions

The schemas for these APIs are provided in the "Public Interfaces" section below. Combined, they give the user a way to inspect ongoing transaction state
when a specific topic partition is suspected to have a hanging transaction.

At a high level, we suggest the following workflow once a topic partition with a suspected hanging transaction has been identified:
1. Use ‘Descri beProducer s to collect the set of Producerlds which have transactions exceeding the max transaction timeout
2. Use 'Li st Transact i ons” to the available brokers to find the the Transactionallds associated with these Producerlds.

3. Finally, use "Descri beTransacti ons’ to validate the transaction state and ensure it is safe to abort.

This proposal adds a command line tool which will automates this process of analysis.

Recovery

The remaining problem to solve is how to safely abort a hanging transaction. We propose to extend the "W i t eTxnMar ker © API so that it can be used by
the Kafka AdminClient. Currently we use the coordinator epoch (which is the leader epoch of the associated __transaction_state partition) as a kind of
concurrency control. Basically partition leaders will not accept non-monotonic updates for a given "Pr oducer | d” . We need to ensure that writes from the
AdminClient do not interfere with this mechanism.

The approach we take here is to add the start offset of the transaction that is intended to be aborted. The partition leader will accept the request only if
there is an open transaction beginning at the offset specified in the request. Additionally we require the producer epoch in the request to exactly match the
latest value. This ensures that the transaction coordinator remains the only one that can bump the epoch of a transactional producer. So we couldn't hit a
case where the epoch in some partition's state got ahead of the coordinator which might cause worse failures. Finally, markers written from the
AdminClient will set “coor di nat or _epoch’ in the request to -1. This avoids race conditions with concurrent requests from existing coordinators and
gives us the ability to tell that the source of the marker was the AdminClient.

Public Interfaces

DescribeProducers

The Descri bePr oducer s API will require "Read” permission on the associated topic. It is expected to be sent to any replica of a topic partition.

Request Schema

This request is expected to be sent to partition leaders.



"api Key": 61,
"type": "request",
"nane": "DescribeProducersRequest"”,
"val i dVersions": "0",
"fl exi bl eVersi ons": "0+",
"fields": [
{ "nanme": "Topics", "type": "[]Topi cRequestData", "versions": "O+", "fields": [
{ "name": "Name", "type": "string", "versions": "0+", "entityType": "topicNane",
"about": "The topic nane." },
{ "name": "Partitionlndexes", "type": "[]int32", "versions": "O0+",
"about": "The indexes of the partitions to list producers for." }
1}
1}

Response Schema

{
"api Key": 61,
"type": "response",
"name": "DescribeProducersResponse",
"val i dVersions": "0",
"flexi bl eVersions": "0+",
"fields": [
{ "name": "ThrottleTi neMs", "type": "int32", "versions": "0+", "ignorable": true,
"about": "The duration in mlliseconds for which the request was throttled due to a quota violation, or
zero if the request did not violate any quota." },
{ "name": "Topics", "type": "[]Topi cResponse", "versions": "O0+",
"about": "Each topic in the response."”, "fields": [
{ "nanme": "Name", "type": "string", "versions": "O+", "entityType": "topicNanme",
"about": "The topic name" },
{ "name": "Partitions", "type": "[]PartitionResponse", "versions": "0+",
"about": "Each partition in the response.”, "fields": [
{ "name": "Partitionlndex", "type": "int32", "versions": "O0+",
"about": "The partition index." },
{ "name": "ErrorCode", "type": "intl1l6", "versions": "0+",
"about": "The partition error code, or O if there was no error." },
{ "name": "ActiveProducers", "type": "[]ProducerState", "versions": "0+", "fields": [
{ "nanme": "Producerld", "type": "int64", "versions": "0+" },
{ "name": "Producer Epoch", "type": "int32", "versions": "0+" },
{ "name": "LastSequence", "type": "int32", "versions": "0+" },
{ "nane": "LastTi nestanmp", "type": "int64", "versions": "0+" },
{ "name": "TxnStartOffset", "type": "int64", "versions": "O0+" },
{ "nanme": "CoordinatorEpoch", "type": "int32", "versions": "O0+" },
1}
1}
1}
]
}

Possible errors:

" NOT_LEADER_OR_FOLLOWER: If the replica receiving the request is not the current leader of a topic partition
" TOPIC_AUTHORIZATION_FAILED: If the user does not have Describe access on a requested topic.
= UNKNOWN_TOPIC_OR_PARTITION: If either the topic or partition is not known to exist.

ListTransactions

This APl is analogous to "Li st Gr oups” for the group coordinator and requires "Descr i be" permission on the "Tr ansact i onl d” resource. That is, it will
only include transactions for which the principal has ‘Descr i be" permission on the corresponding “Tr ansacti onal 1 d".

It is meant to provide a summary of the transactions managed by a given coordinator.

Request Schema



The request includes a filter of the states that the use is interested in. As an example, this allows us to filter only the "Ongoing" transactions. We have also
included a filter for the "Pr oducer | d” . This is useful when trying to reverse lookup the “Tr ansact i onal | d* as we need to do to support the - - f i nd-
hangi ng command below.

{
"api Key": 66,
"type": "request",
"name": "ListTransactionsRequest",
"val i dVersions": "0",
"fl exi bl eVersions": "0+",
"fields": [
{ "name": "StatesFilter", "type": "[]string", "versions": "O0+",
"about": "The states of transactions we want to list."
},
{ "name": "ProducerldFilter", "type": "[]int64", "versions": "O0+",
"about": "Array of Producerlds to limt the response to"
}
]
}

Response Schema

{
"api Key": 66,
"type": "response",
"nane": "ListTransacti onsResponse”,
"val i dVersions": "0",
"fl exi bl eVersi ons": "0+",
"fields": [
{ "nane": "ThrottleTi neMs", "type": "int32", "versions": "0+", "ignorable": true,
"about": "The duration in mlliseconds for which the request was throttled due to a quota violation, or
zero if the request did not violate any quota." },
{ "nanme": "ErrorCode", "type": "intl6", "versions": "O+" },
{ "name": "TransactionStates", "type": "[]TransactionState", "versions": "O0+", "fields": [
{ "name": "Transactionalld", "type": "string", "versions": "O0+" },
{ "name": "Producerld", "type": "int64", "versions": "0+" },
{ "name": "TransactionState", "type": "string", "versions": "O0+" },
1}
]
}

Possible Error Codes:

® COORDINATOR_LOAD_IN_PROGRESS: The coordinator is in the process of loading its state.
® COORDINATOR_NOT_AVAILABLE: If the coordinator receiving the request is being shutdown.

DescribeTransactions

The Descri beTransact i ons API will require Describe permission on the associated Tr ansact i onal | d resource.

Request Schema

The Descri beTransact i ons request is sent to transaction coordinators. Similarly to the Descr i beG oups API, we expect the AdminClient to use Fi nd
Coor di nat or firstin order to find the right coordinator when a specific transactionalld is requested. Note that the array of transactional IDs is not nullable.
The API does not provide a way to list the states of all Transactionallds on a given broker.

The request schema is specified below:



"api Key": 65,
"type": "request",
"nane": "DescribeTransacti onsRequest",
"val i dVersions": "0",
"fl exi bl eVersi ons": "0+",
"fields": [
{ "nanme": "Transactional lds", "type": "[]string", "versions": "O+" }
1}

]
}

Response Schema

The response schema is specified below:

{
"api Key": 65,
"type": "response",
"name": "DescribeTransacti onsResponse",
"val i dVersions": "0",
"fl exi bl eVersions": "0+",
"fields": [
{ "name": "ThrottleTi neMs", "type": "int32", "versions": "O+", "ignorable": true,
"about": "The duration in mlliseconds for which the request was throttled due to a quota violation,
zero if the request did not violate any quota." },
{ "name": "TransactionStates", "type": "[]TransactionState", "versions": "O0+", "fields": [
{ "name": "ErrorCode", "type": "int1l6", "versions": "0+" },
{ "name": "Transactionalld", "type": "string", "versions": "O+" },
{ "name": "TransactionState", "type": "int8", "versions": "0+" },
{ "name": "TransactionTi neout Ms", "type": "int32", "versions": "0+" },
{ "name": "TransactionStartTi meMs", "type": "int64", "versions": "O0+" },
{ "name": "Producerld", "type": "int64", "versions": "0+" },
{ "name": "ProducerEpoch", "type": "int32", "versions": "0+" },
{ "name": "TopicPartitions", "type": "[]TopicData", "versions": "O0+", "fields": [
{ "nanme": "Partitionlndexes", "type": "[]int32", "versions": "O0+" }}
1}
]
}

or

These fields are derived from the transaction log itself. The API is mainly just providing a more convenient way to access the state than dumping the log.

The transaction state is the same field included in the "Li st Tr ansact i ons™ API.

When there is no transaction in progress, the “Tr ansact i onSt art Ti neMs” field will be set to -1 and the set of topic partitions will be empty. Additionally

we will reserve the status code of -1 to handle states which are unknown to the client.
Possible Error Codes:

NOT_COORDINATOR: If the coordinator receiving the request does not own a transactionalld in the request.
COORDINATOR_LOAD_IN_PROGRESS: The coordinator is in the process of loading its state.

COORDINATOR_NOT_AVAILABLE: If the coordinator receiving the request is being shutdown.

TRANSACTIONAL_ID_NOT_FOUND (NEW): New error code which indicates that the requested Tr ansact i onal | d could not be found

WriteTxnMarkers

TRANSACTIONAL_ID_AUTHORIZATION_FAILED: If the principal does not have Describe permission one of the transactionallds in the request.

As described above, we are bumping the "WriteTxnMarkers™ API so that we can include the start offset of the transaction that should be administratively

aborted. Transaction coordinators will leave this field unspecified.

Note that we are not changing the required permission for this API. It will still request Cl ust er Act i on: only administrators should be allowed to abort a

transaction manually.

Request Schema

Below we define the changes to the request schema:



"api Key": 27,
"type": "request",
"nane": "WiteTxnMarker sRequest",
"val i dVersions": "0-1",
"flexibleVersions": "1+",
"fields": [
{ "name": "Markers", "type": "[]Witabl eTxnMarker", "versions": "0+",
"about": "The transaction markers to be witten.", "fields": [
{ "nanme": "Producerld", "type": "int64", "versions": "0+", "entityType": "producerld",
"about": "The current producer ID."},
{ "nanme": "ProducerEpoch", "type": "int16", "versions": "0+",
"about": "The current epoch associated with the producer ID. " },
{ "name": "TransactionResult", "type": "bool", "versions": "O+",
"about": "The result of the transaction to wite to the partitions (false = ABORT, true = COWMT)." },
{ "nanme": "Topics", "type": "[]RequestTopic", "versions": "0+",
"about": "Each topic that we want to wite transaction marker(s) for.", "fields": [
{ "name": "Nane", "type": "string", "versions": "0+", "entityType": "topicNane",
"about": "The topic name." },
{ "name": "Partitionlndexes", "type": "[]int32", "versions": "0",
"about": "The indexes of the partitions to wite transaction nmarkers for." }

/1 NEW The array bel ow replaces "Partitionlndexes" and adds "TxnStart O fset”

/1 as an optional field, which will only be included by the Adm ndient
{ "name": "Partitions", "type": "[]RequestPartition", "versions": "1+", "fields": [
{ "nanme": "Partitionlndex", "type": "int32", "versions": "1+",
"about": "The partition index." },
{ "name": "TxnStartOffset", "type": "int64", "versions": "1+", "taggedVersions": "1+", "tag": O,
"about": "The start offset of the transaction that should be conpleted" }
1}
1},
{ "nanme": "CoordinatorEpoch", "type": "int32", "versions": "O0+",
"about": "Epoch associated with the transaction state partition hosted by this transaction coordinator"
}
1}
]
}

Response Schema

There are no changes to the response schema, but it will be bumped. Note that we are also enabling flexible version support. Note also that
INVALID_TXN_STATE is now a possible error code when the "TxnSt art O f set " is included in the request.



"api Key": 27,
"type": "response",
"nane": "WiteTxnMar ker sResponse",
"val i dVersions": "0-1",
"flexibleVersions": "1+",
"fields": [
{ "name": "Markers", "type": "[]Witabl eTxnMarkerResult", "versions": "O0+",
"about": "The results for witing makers.", "fields": [
{ "nanme": "Producerld", "type": "int64", "versions": "0+", "entityType": "producerld",
"about": "The current producer IDin use by the transactional ID" },
{ "nanme": "Topics", "type": "[]TopicResult", "versions": "O0+",
"about": "The results by topic.", "fields": [
{ "name": "Nane", "type": "string", "versions": "O+", "entityType": "topicNane",
"about": "The topic nane." },
{ "name": "Partitions", "type": "[]PartitionResult", "versions": "0+",
"about": "The results by partition.", "fields": [
{ "nanme": "Partitionlndex", "type": "int32", "versions": "0+",
"about": "The partition index." },
{ "nanme": "ErrorCode", "type": "intl1l6", "versions": "0+",
"about": "The error code, or O if there was no error." }
1}
1}
1}

Possible Error Codes:

NOT_LEADER_OR_FOLLOWER: If the replica receiving the request is not the current leader of a topic partition
CLUSTER_AUTHORIZATION_FAILED: If the user does not have Cl ust er Act i on permission.
UNKNOWN_TOPIC_OR_PARTITION: If either the topic or partition is not known to exist.

INVALID_PRODUCER_EPOCH: If no cluster epoch is provided and the provided epoch does not exactly match the current
INVALID_TXN_STATE (NEW): If there is no transaction in progress at the indicated offset

AdminClient APIs

The new APIs will be exposed from the AdminClient following the usual conventions:

interface Admn {
Li st TransactionsResult |istTransactions();
Li st Transacti onsResult |istTransactions(ListTransacti onsOptions options);

Descri beTransacti onsResult descri beTransacti ons(Col | ecti on<String> transactionallds);
Descri beTransacti onsResult describeTransacti ons(Col | ecti on<String> transactionallds,
Descri beTransacti onsOpti ons options);

Descri beProducersResul t describeProducers(Col | ecti on<Topi cPartition> partitions);
Descri beProducer sResul t descri beProducers(Col | ecti on<Topi cPartition> partitions, DescribeProducersOptions

options);

Abort Transacti onResult abort Transacti on( Transactionlnfo info);
Abort Transacti onResult abort Transacti on(Transactionlnfo info, AbortTransactionOptions options);

}

The sections below describe the supporting classes in more detail.

Listing Transactions



class ListTransacti onsOptions extends Abstract Opti ons<Li st Transacti onsOpti ons> {
Li st Transacti onsOpti ons setBrokerld(int brokerld);
Optional Int brokerld();

}

cl ass DescribeTransactionsResult {
Kaf kaFut ur e<Map<I nt eger, Col | ecti on<Transacti onSunmary>> all ();
Kaf kaFut ur e<Col | ecti on<Tr ansacti onSunmary>> br oker Resul t (I nt eger brokerld);

static class Transacti onSummary {
final String transactionalld;
final long producerld;
final String transactionState;

Describing Transactions

cl ass DescribeTransacti onsOptions extends Abstract Opti ons<Descri beTransacti onsOptions> {

}

cl ass DescribeTransacti onsResult {
Kaf kaFut ur e<Map<Stri ng, TransactionState>> all();
Kaf kaFut ur e<TransactionState> partiti onResult(String transactionalld);

static class TransactionState {
final String transactionState;
final int transactionTi neout MVs;
final long transactionStartTi meMs;
final 1ong producerld;
final int producerEpoch;
final List<TopicPartition> addedPartitions;

Describing Producers

cl ass DescribeProducersOpti ons extends Abstract Opti ons<Descri beProducersOptions> {
Descri beProducersOpti ons setBrokerld(int brokerld);
Optional Int brokerld();

}

cl ass DescribeProducersResult {
Kaf kaFut ur e<Map<Topi cPartition, PartitionProducerState>> all();
Kaf kaFut ure<Partiti onProducer State> partiti onResult(TopicPartition partition);

static class PartitionProducerState {
final List<ProducerState> activeProducers;

}

static class ProducerState {
final long producerld;
final int producerEpoch;
final int |astSequence;
final long |astTinmestanp;
final Optional Long currentTransacti onStart O fset;
final int coordinatorEpoch;

Aborting Transactions



cl ass AbortTransactionOptions extends Abstract Opti ons<Abort Transacti onOptions> {

}

abstract class Transactionlnfo {
final TopicPartition topicPartition;
final |ong Producerld,
final int producerEpoch;

/1 One and only one of the followi ng fields nust be set
final Optional Long transactionStartOffset;
final Optionallnt coordinatorEpoch;

}

cl ass AbortTransactionResult {
Kaf kaFut ure<Voi d> resul t();

}

Metrics

As discussed above, we will add new gauge "Partiti onsWthLat eTransacti onsCount *, which is tracked in the "ReplicaManager™ group (along
with “UnderMinlsrPartitionCount’, “OfflineReplicaCount’, etc.). This metric will record the number of partitions which have open transactions with durations
exceeding 't ransact i on. max. ti neout. ms" (plus 5 minutes).

Command Line Tool

There will be a new tool: “kaf ka-t ransact i ons. sh™. The following commands will be supported:

--|i st: List transactions known to a transaction coordinator

- - fi nd- hangi ng: Find hanging transactions on a specific broker

- - descri be: Describe details specific to a particular transactionalld

--descri be- producer s: Describe active producer state for a given topic partition
- - abor t : Forcefully abort a transaction

Listing Transactions

The - -1 st command allows a user to list transaction state from the transaction coordinators. It supports an optional - - br oker flag to select a specific
node.
> kaf ka-transactions.sh --list --bootstrap-server |ocal host: 9092
Transactional I d Producerld Coordi nator State
ny-txn-idl 134132 0 Ongoi ng
ny-txn-id2 134147 0 Ongoi ng
nmy-txn-id3 134191 1 Pr epar eConmi t
ny-txn-id4 134193 2 Conpl et eAbort
> kaf ka-transactions.sh --list --broker O --bootstrap-server |ocal host: 9092
Transactional | d Producerld Coordi nator State
nmy-txn-idl 134132 0 Ongoi ng
ny-txn-id2 134147 0 Ongoi ng

Finding Hanging Transactions

The - - fi nd- hangi ng command is used to automate the process of finding hanging transactions on a specific broker. It has one required argument - -
max-transaction-ti meout. Internally what this will do is the following:

. Use the "Metadata™ API to find all of the partitions.
Send "DescribeProducers’ including each of the partitions found in the first step.
. Collect any open transactions which have been open longer than the provided - - max-t ransacti on-ti meout .
. Use "ListTransactions™ on each available coordinator to find the respective Tr ansact i onal | d and coordinator for each Pr oducer | d found in
the step above.
a. If no coordinator could be found, then the transaction is considered hanging.
b. Otherwise, use "DescribeTransactions™ to determine the state of the transaction and decide whether it should be considered hanging (e.
g. if the epoch does not match or the partition is not included in the current transaction).

AWNPR

Here is an example:



> kaf ka-transacti ons. sh --find-hanging --broker 0 --bootstrap-server |ocal host: 9092

Topi c Partition Producerld Pr oducer Epoch Start O f set
Last Ti mest anp Dur ati on(s)

f oo 0 134132 23

550 2020- 09- 17T23: 02: 23Z 30

# Limt the search to a specific topic partition
> kaf ka-transactions.sh --find-hanging --broker 0 --topic foo --partition O --bootstrap-server |ocal host: 9092

Topi ¢ Partition Producer | d Producer Epoch Start O f set
Last Ti mest anp Dur ati on(s)

foo 0 134132 23

550 2020- 09- 17T723: 02: 23Z 30000

Describing Transactions

The - - descri be command can be used to describe the state of a transaction when the Tr ansact i onal | d is known. It uses the "Descri beTr ansact i
ons” API.

# Describe transaction state for ny-txn-id

> kaf ka-transaction.sh --describe --transactional -id ny-txn-id --bootstrap-server |ocal host: 9092
Producer | d Producer Epoch Coordi nator State Ti meout Ms Topi cPartitions

134132 24 0 Ongoi ng 5000 foo-0,foo-1

Describing Producers

The --describe-producers command is used to describe the producer state of a specific topic partition. Internally, it is a direct call to the
‘DescribeProducers™ API. It takes an optional - - br oker argument to specify a specific replica.

# Describe producers on the | eader of a topic partition
> kaf ka-transaction.sh --describe-producers --topic foo --partition O --bootstrap-server |ocal host: 9092

Producer | d Producer Epoch Start O f set Last Ti mest anp Dur ati on
(s) Coor di nat or Epoch

134132 23 550 2020- 09-17T23: 02:
23z 30 77

134938 5 439 2020- 09-17723: 01:

237 90 64

# Describe producers for a specific replica of a topic partition
> kaf ka-transaction.sh --describe-producers --broker 0 --topic foo --partition O --bootstrap-server |ocal host:
9092

Producerld Producer Epoch Start Of f set Last Ti mest anp Duration
(s) Coor di nat or Epoch

134132 23 550 2020- 09- 17T23: 02:
237 30 77

134938 5 439 2020- 09- 17T23: 01:

2372 90 64

Aborting Transactions
The --abort command can be used to abort an ongoing transaction for a topic partition. It has several required arguments:

" --topic
" --partition
" --start-offset

Internally, the tool will first use "Descri bePr oducer s” to validate that there is an open transaction beginning at that offset and collect the Pr oducer | d
and Pr oducer Epoch.

For compatibility with older brokers, we also support the ability to directly specify additional parameters. Although we cannot use the new APIs in this case
to validate the state, this is still better than nothing for users who have hit this problem. In this case, users have no choice but to do the analysis
themselves by dumping the log of a suspected topic partition. In this case, the command takes the following arguments:

" --topic

" --partition

" --producer-id

" --producer-epoch



® --coordi nat or - epoch

As described above, the partition leader will allow an administrative abort only if the producer epoch matches the latest value and there is an open
transaction beginning at the indicated offset. Users are required to use the - - descri be command to find this information.

> kaf ka-transactions.sh --abort \
--topic foo \
--partition 0 \
--start-offset 550 \
--boot strap-server |ocal host: 9092

> kaf ka-transactions.sh --abort \
--topic foo \
--partition 0 \
--producer-id 134132 \
- - producer-epoch 23\
--coordi nator-epoch 15 \
--boot strap-server | ocal host: 9092

Note that we are not providing an option to commit a transaction through this API.

Compatibility, Deprecation, and Migration Plan

This proposal adds new tools to facilitate the recovery of hanging transactions. These tools will not generally be compatible with older versions since they
rely on new APIs. However, the - - abort command described above will be compatible with older brokers.

Rejected Alternatives

If there were a simple and safe way to automatically detect which transactions were left hanging, then an automatic recovery option might be preferable.
We have considered two options:

Transaction State Reconciliation: A hanging transaction is the result of an inconsistent state between the transaction coordinator and the individual topic
partitions which were included in a transaction. The replicas of a topic partition maintain some state about the ongoing transactions which affect that topic
partition. They know which transactions are open, but not necessarily which ones have been left hanging. In order to detect the hanging transactions, there
needs to be some way to reconcile the state of the transaction coordinator.

Unfortunately, there is a challenge here. The transaction coordinator mapping is done using the transactionalld of the producer, but the replicas of a topic
partition only see the producerld. There is no way to reverse map from the producerld to the transactionalld, which means there is also no way for a replica
to find the respective transaction coordinator. This means that reconciling the state of an open transaction requires querying all transaction coordinators,
which suggests an expensive process and a lot of bookkeeping.

Transaction Timeout: Another way to detect a hanging transaction is through the transaction timeout. Although a replica has no way to know the precise
transaction timeout that is used by a producer, it does know the upper bound as indicated through t r ansact i on. maex. t i neout . ms. Any transaction
which has been left open longer than this has potentially been left hanging by the transaction coordinator. The main problem is ruling out false positives.
Another explanation for a transaction which has been left open is that the coordinator has been unable to send the Wi t eTxnMar ker request (e.g.
because of a network patrtition). If we abort the transaction without verifying the state with the transaction coordinator, then we may violate the
transactional guarantee.

Again, we emphasize that hanging transactions are not an expected state of the system, but the result of a bug. Even if automatic recovery could be done
safely, there is a risk that it would cause the underlying bug to go unnoticed.
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