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Status

Current state: Adopted
Discussion thread: here

JIRA: here

Motivation

MirrorMaker 2 uses Adni nCl i ent directly to create topics, create new topic partitions and sync configurations like topic configs and ACLs by enabling sy
nc. topic. configs. enabl ed and sync. topi c. acl s. enabl ed. The current design runs with 2 main assumptions:

1. The user running MM2 has the following ACLs
® ‘Create’ ACLs for topics on the source clusters to create hear t beat topics.
® “Create’ and "Alter/AlterConfigs™ ACLs to create topics, create partitions, update topics' config and topics' ACLs on the destination
clusters.
2. MM2 can bypass any existing Kafka resource management solutions that organizations runs and create/update resources outside this system.

These assumption wouldn't work for any organization that runs any sort of resource management or federated solutions where these systems are usually
the only application allowed to initializing a client with “Create” andAlter/AlterConfigs™ ACLs. And no other teams/groups/applications are allowed to have
this same level of ACLs to create such a client outside these systems.

While this approach simplifies the resource management for MM2, it creates a lot of pain for most organizations that try to integrate MM2 as part of their
Kafka ecosystem. Currently there 3 ways to deal with this issue:

1. Drop mirrored topics from a centralized/federated system and accept the risk of not tracing these topics. This direction will avoid conflict between
topics monitored by MM2 and the centralized system for resource management. However it will create capacity and budget issues. (more details
below in The downsides of MM2 use AdminClient directly in the motivation)

2. Creating mirrored topics up-front on destination clusters and disabling features like sync. t opi c. confi gs. enabl ed, sync. t opi c. acl s.
enabl ed. This approach need a lot of work especially if MM2 is running to mirror large volume of topics. For example mirroring with config t opi ¢
S=.*

3. Run watcher that sync Kafka cluster resource to Kafka

1. Any downtime for this watcher will impact the sync between MM2 and management tools.
2. Data Platform teams still know about the capacity after MM2 start to mirror data. So any capacity safeguard in these system wouldn't

apply.

An example for such a watcher is Strimzi K8S Topic Operator. Which recosiliate Topic and Topic's config between ZK and Topic Resources on
K8S however it doesn't have the same solution for UserOperator which make consumer group can't migrate without these ACLs created first.
(more details below in The downsides of MM2 use AdminClient directly in the motivation)

The downsides of MM2 use AdminClient directly

As mentioned before the usage of AdminClient directly within MM2 simplify the resource management for MM2. However, it does create the following
problems for any users who use laC (Infra-as-Code), federated solutions, or have a capacity/budget planning system for Kafka destination clusters. Here is
a list of potential undesired impact of MM2 bypass the organization ecosystem:

® Capacity/Budgeting Planning:
1. MM2 automatically creates topics (breaking the rule of “auto.create.topics.enable=false") and creates topic partitions on destination
clusters if the number of partitions increases on the source for any topic match regex/list of t opi ¢ config.
2. Sync all topic configs include configurations that impact capacity like “retention.ms™ and “retention.bytes’.


https://lists.apache.org/x/thread.html/rbdc99bc5fc5ec3737adf29ba1eaeab991050e49ef6ddddb5f386071a@%3Cdev.kafka.apache.org%3E
https://issues.apache.org/jira/browse/KAFKA-13401

These two functionality in MM2 leads to increase disk usage on destination cluster. The team that runs the cluster will only notice the capacity
issue when their disk usage hits the threshold for their alerts.

® Provisioning conflict:
MM2 used "AdminClient’ directly to perform the following functionality

Create a Kafka topic (no way to disable this)

Create new Kafka partitions (no way to disable this)

Sync Kafka Topic configurations (can be disabled, but then this reduces the value of MM2 potential for users)

Sync Kafka topic's ACLs (can be disabled, but this reduces the users' value). Disabling this feature also means that users must ensure
they have the right ACLs to the mirrored topics on the destination cluster before switching their consumers, especially when MM2 is used
for disaster recovery. It may lead to extra downtime for them.
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The usage of Adm nCl i ent directly causes an issue with teams that

© Manage their Kafka resources using tools like Strimizi or custom federated solutions. For example, Strimizi's user operator doesn't sync
the topic ACLs when MM2 is syncing topic ACLs. Strimzi documentation mentions that users must to disable MM2 sync. t opi c. acl s.
enabl ed if they use User Oper at or .

© Teams that run MM2 but don't own the destination cluster and not allowed to have the Creat e/ Al t er/ Al t er Conf i gs. In this case,
these teams don't have Admin access, but they may have access to Kafka management solutions, such as yahoo/CMAK REST API or
an in-house solution. For such a tool as CMAK REST API, these teams can update/create resources using CMAK REST API.

This KIP proposes a way for users to run MM2 with custom implementation for the Kafka resource manager in order to easily integrate MM2 with their ecos
ystem.

Public Interfaces

The KIP proposes adding flexibility to how MM2 manage Kafka resources. By allowing MM2 to load custom implementation of Admin interface.

To make it easier for users to provide their custom implementation of Admin, the KIP will introduce For war di ngAdni n class delegate to Kaf kaAdm nd i
ent.

The implemented class can be overridden using the following configurations.

® forwardi ng. adm n. cl ass default value will be set to For war di ngAdmi n wi th Map<String, Object> config to configure
Kaf kaAdm nCd i ent as del egate.

® or can be configured based on cluster aliases using <cl ust er _al i as>. cl ust er. f orwar di ng. adm n. cl ass

® The provided inplenmentation nust have a contractor that accept Map<String, Object> config to configure
Kaf kaAdm nC i ent and any custom sed resource nmanagenent clients

The configuration for customresource managenent client and/or KafkaAdni nCient can be passed using the follow ng
prefix

® admin.*
® <cluster_alias> cluster.admn.*

Proposed Changes

® Forwardi ngAdm n class: The class nmust initialize Adnmin delegate to avoid inplenenting every nethod.

ForwardingAdmin.java

public class Forwardi ngAdm n inpl enents Admin {
private final Adm n del egate;

publ i c Forwar di ngAdmi n( Map<String, Object> config) {
this.del egate = AdnminCient.create(config);

}

@verride
public CreateTopicsResult createTopics(Collecti on<NewTopi c> newTopics, CreateTopi csOptions options) {

return del egate. creat eTopi cs(newlopi cs, options);

}

/1 override rest of Admin interface to use del egate...



® Add configuration f or war di ng. adnmi n. cl ass to M rror Connect or Config
® Update All MM2 connectors to use the f or war di ng. adm n. cl ass
© Add M rrorConnector Config. forwardi ngAdmin that will |oad forwarding.adm n.class and return
For war di ngAdni n.
© Al Connectors and Tasks will replace Adnm nCient.create by MrrorConnectorConfig.forwardi ngAdm n
® M rror Checkpoi nt Task
® M rror Checkpoi nt Connect or
" M rror SourceConnect or
© Use ForwardingAdnmin in MrrorUils instead of TopicAdmn to create internal conpacted topics

Connector Configuration Properties

Properties common to the SourceConnector(s) and SinkConnector:

property default value description
f orwar di ng. org.apache.kafka.clients. The fully qualified name of class that extend ForwardingAdminClient. The class must have a contractor that
admi n. cl ass admin. accept configuration (Map<String, Object> config) to configure KafkaAdminClient and any other needed clients.

ForwardingAdminClient

target.f orwardi  org.apache.kafka.clients. Override f or war di ng. admi n. cl ass only for target cluster
ng. admi n. admin.

cl ass ForwardingAdminClient

source.forward  org.apache.kafka.clients. Override f or war di ng. admi n. cl ass only for source cluster
ing.admn. admin.

cl ass ForwardingAdminClient

In addition, forwarding admin class will be re-using the following existing configs:

property description
source.admin.* overrides for the source cluster forwarding admin config
target.admin.* overrides for the target cluster forwarding admin config

Example Configuration

A sample configuration file ./config/connect-mirror-source.properties is provided for use case where source cluster use default org.apache.kafka.clients.
admin.ForwardingAdminClient however target cluster use custom class custom.package.admin.TargetForwardingAdminClient:

source.cluster.alias A
target.cluster.alias = B

source. cl uster. bootstrap.servers = A_| ocal host: 9092
target.cluster.bootstrap.servers = B_| ocal host: 9092

target.cluster.forwardi ng.adm n. cl ass = custom package. adm n. Tar get For war di ngAdni nCl i ent

/1 Common config for KafkaAdm nClient in any Forwardi ngAdm nd i ent
adni n. security. protocol = SASL_SSL

admi n. security. protocol =SASL_SSL

admi n. sasl . mechani snFPLAI N

/1 Configure Source org.apache. kaf ka. cli ents. adm n. Forwar di ngAdni nCl i ent
source. adm n. sasl . j aas. confi g=or g. apache. kaf ka. common. securi ty. pl ai n. Pl ai nLogi nMbdul e requi red user name="
USERNAMEL" passwor d=" PASSWORD1" ;

/1 Configure Target KafkaAdm nClient in custom package.adm n. Tar get Forwar di ngAdni nCl i ent
target.adm n. sasl . jaas. confi g=or g. apache. kaf ka. conmon. security. pl ai n. Pl ai nLogi nMddul e required user name="
USERNAME2" passwor d=" PASSWORD2" ;

/1 Configure Target custom ResourceManagment RESTC i ent in custom nypackage. adm n. Tar get For war di ngAdnmi nd i ent
target.adm n.resource. managenent.url = https://kafka. resource. nanager.com

target.adm n. resource. managenent . keystore. path = /path/ keystore

target.adm n.resource. nanagenent.truststore. path = /path/truststore/ca. pem

custom.package.admin.TargetForwardingAdminClient looks like this



package custom nypackage. adni n;

cl ass Tar get Forwar di ngAdm nCl i ent extends Forwardi ngAdm nd ient {
Resour ceManagnent RESTCl i ent cust onmResour ceManager ;
publ i c Target Forwar di ngAdm nCl i ent (Map<Stri ng, Object> configs) {
super (config)

cust onResour ceManager = Resour ceManagment RESTC i ent. create(configs) //method that know how to
create client.

}

@verride
public CreatePartitionsResult createPartitions(Map<String, NewPartitions> newPartitions,
CreatePartiti onsOptions options) {
/1 use custonResourceManager to updateTopi cPartition

}
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MirrorMaker Configuration Properties

The high-level configuration file required by the MirrorMaker driver supports the following properties:

property default value description
<cluster>.f orward @ org.apache.kafka.clients. The fully qualified name of class that extend ForwardingAdminClient. The class must have a
i ng. admi n. cl ass | admin. contractor that accept configuration (Map<String, Object> config) to configure needed clients.

ForwardingAdminClient
In addition, forwarding admin class will be re-using the following existing configs:

property description

<cluster>.admin.* overrides for the cluster forwarding admin config

Example Configuration

clusters = primary, backup
primary. bootstrap.servers = A_| ocal host: 9092
backup. boot strap. servers = B_| ocal host: 9092

/1 Common config for KafkaAdm nClient in any Forwardi ngAdm nd i ent
admi n. security. protocol = SASL_SSL

admi n. security. protocol =SASL_SSL

admi n. sasl . mechani snFPLAI N

/1 Configure Primary org.apache. kaf ka. cl i ents. adm n. Forwar di ngAdm nCl i ent
primary. adm n. sasl . j aas. confi g=or g. apache. kaf ka. cormon. security. pl ai n. Pl ai nLogi nModul e required user nanme="
USERNAMEL" passwor d=" PASSWORD1" ;

/] Configure Target KafkaAdm nClient in custom package.adm n. Tar get Forwar di ngAdni nCl i ent
backup. adm n. sasl . j aas. confi g=or g. apache. kaf ka. common. securi ty. pl ai n. Pl ai nLogi nModul e required user name="
USERNAME2" passwor d=" PASSWORD2" ;

/'l Configure Target custom ResourceManagnent RESTC i ent in custom nypackage. adm n. Tar get For war di ngAdnmi nd i ent
backup. adm n. resour ce. managenent .. url = https://kafka. resource. manager.com

backup. adm n. resour ce. managenent . keystore. path = /pat h/ keystore

backup. adm n. resour ce. nanagenent . truststore. path = /path/truststore/ca. pem

Compatibility, Deprecation, and Migration Plan



® When users upgrade an existing MM2 cluster they don’t need to change any of their current configuration as this proposal maintains the default
behaviour for MM2.

Rejected Alternatives

® Adding a new interface called KafkaResourceManager ("was the original proposal") that defines how MM2 will create, modify, and list any Kafka
topics and ACLs. MirrorMaker2'’s original behaviour will be kept in DefaultResourceManager.

And override the implementation using the following configurations.

O resource. manager . cl ass default value will be set to Def aul t Resour ceManager
© or can be configured based on cluster aliases using <cl ust er _al i as>. r esour ce. manager . cl ass
The downside with this is it may create confusing for users between Admin and ResourceManager
® Manage creating and modifying Kafka topics and ACLs outside MM2 by building a separate tool that monitors the same set of topics as
MirrorMaker2 and create/modify topics and ACLs once it detects configuration changes. The downsides with this are
1. This will be a duplicate effort as MM2 already has all this logic implemented,; it only needs to use a different client than AdminClient.
2. MM2 still bypass any capacity safeguards the ecosystem would have in place.
3. Any downtime with this tool will cause conflict between MM2 mirrored resources and management resource system.
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