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Please keep the discussion on the mailing list rather than commenting on the wiki (wiki discussions get unwieldy fast).

Introduction

KAFKA-15452 reports a bug that affects the ability of custom KafkaPrincipalBuilder implementations to access SslIPrincipalMapper and
kerberosShortNamer. This limits the ability to parse Regex Rules from BrokerSecurityConfigs SSL_PRINCIPAL_MAPPING_RULES_CONFIG, resulting in
a lack of support for Mapping Rules as SslIPrincipalMapper is null. This KIP proposes a solution to address this issue at the ChannelBuilders or
SslChannelBuilder level.

Motivation

The main motivation behind this KIP is to enhance the flexibility and usability of custom KafkaPrincipalBuilder implementations by allowing them to access
SslPrincipalMapper and kerberosShortNamer. This will enable support for Mapping Rules and improve the overall security configuration of Kafka brokers.

Proposed Changes

The proposed changes aim to enhance the flexibility and usability of custom KafkaPrincipalBuilder implementations by introducing interfaces and
subclasses to handle different types of principals and their configurations.

Specifically, two new interfaces have been introduced: KerberosPrincipalBuilder and SSLPrincipalBuilder, both of which extend the existing KafkaPrinc
ipalBuilder interface. These interfaces provide methods to set the necessary configurations for building Kafka principals with Kerberos authentication and
SSL authentication, respectively.

Additionally, the ChannelBuilders class has been updated to accommodate these changes and provide support for custom principal builders with different
authentication mechanisms.

Firstly, the KerberosPrincipalBuilder interface is defined as follows:
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public interface KerberosPrincipal Buil der extends KafkaPrincipal Buil der {
voi d buil dKer ber osPri nci pal Bui | der ( Ker ber osShor t Naner ker ber osShort Narer) ;

}

Secondly, the SSLPrincipalBuilder interface is defined as follows:

public interface SSLPrinci pal Buil der extends KafkaPrinci pal Buil der {
voi d bui | dSSLPri nci pal Bui | der ( Ssl Pri nci pal Mapper ssl Princi pal Mapper) ;
}

In the ChannelBuilders class, the createPrincipalBuilder method has been updated to support custom principal builders with different authentication
mechanisms. When creating a custom principal builder, the appropriate interface methods are called to set the necessary configurations.

Here is the updated code snippet:

public static KafkaPrincipal Buil der createPrincipal Buil der (Map<String, ?> configs,
TransportLayer transportLayer,
Aut henti cator authenticator,
Ker ber osShort Naner ker ber osShort Naner ,
Ssl Pri nci pal Mapper ssl Princi pal Mapper) {
Cl ass<?> principal Buil derC ass = (C ass<?>) configs. get (BrokerSecurityConfigs.
PRI NCI PAL_BUI LDER_CLASS_CONFI G ;
final KafkaPrincipal Builder builder;

if (principalBuilderdass == null || principalBuilderd ass == Def aul t Kaf kaPri nci pal Bui | der. cl ass) {
bui I der = new Def aul t Kaf kaPri nci pal Bui | der (ker ber osShor t Narer, ssl Pri nci pal Mapper) ;
} else if (SSLPrincipal Buil der.cl ass.isAssi gnabl eFronm(princi pal Buil derd ass)) {
SSLPri nci pal Bui | der ssl Princi pal Buil der = (SSLPrinci pal Builder) Wils.new nstance
(principal Bui |l derd ass);
ssl Princi pal Bui | der. bui | dSSLPri nci pal Bui | der (ssl Pri nci pal Mapper);
bui | der = ssl Princi pal Bui |l der;
} else if (KerberosPrincipal Builder.class.isAssignabl eFron(principal Builderd ass)) {
Ker ber osPri nci pal Bui | der kerberosPrinci pal Buil der = (KerberosPrincipal Builder) Wils.new nstance
(principal Bui |l derd ass);
ker ber osPri nci pal Bui | der. bui | dKer ber osPri nci pal Bui | der (ker ber osShor t Naner ) ;
bui | der = kerberosPrinci pal Bui |l der;
} else if (KafkaPrincipal Buil der.cl ass.isAssignabl eFromn(principal Buil derC ass)) {
bui | der = (Kaf kaPrincipal Builder) Utils.new nstance(principal Buil derd ass);
} else if (org.apache. kaf ka. common. security. auth. Princi pal Bui |l der. cl ass. i sAssi gnabl eFrom
(principal Builderd ass)) {
or g. apache. kaf ka. conmon. security. auth. Pri nci pal Bui | der ol dPri nci pal Bui | der =
createPrinci pal Bui | der (princi pal Bui | derd ass, configs);
bui | der = Def aul t Kaf kaPri nci pal Bui | der. fronQ dPri nci pal Bui | der (aut henti cator, transportLayer,
ol dPri nci pal Bui | der, kerberosShort Naner);

} else {
throw new I nval i dConfi gurati onException("Type " + principal BuilderC ass.getNane() + " is not " +
"an instance of " + org.apache. kaf ka. conmon. security. auth. Princi pal Bui |l der. cl ass. get Nane()
+ " or +
Kaf kaPri nci pal Bui | der. cl ass. get Nane());
}

if (builder instanceof Configurable)
((Configurable) builder).configure(configs);

return buil der;

These changes ensure that custom KafkaPrincipalBuilder implementations can now access SslPrincipalMapper and KerberosShortNamer, enabling
support for mapping rules and improving the overall security configuration of Kafka brokers.



The introduced interfaces provide a clear and extensible way to handle different types of principals, making the solution more modular and maintainable.

Compatibility, Deprecation, and Migration Plan

The proposed changes are fully backward-compatible and do not require any deprecations or migration efforts. Existing custom KafkaPrincipalBuilder
implementations will continue to work without any modifications. However, they can be updated to utilize the new functionality if desired.

Rejected Alternatives

Alternative-1: Changes in ChannelBuilders

In the ChannelBuilders class, we will update the existing createPrincipalBuilder method to Check for an additional Constructor:

public static KafkaPrincipal Buil der createPrincipal Buil der (Map<String, ?> configs,
TransportLayer transportLayer,
Aut henti cator authenticator,
Ker ber osShort Naner ker ber osShort Naner ,
Ssl Pri nci pal Mapper ssl Princi pal Mapper) {
Cl ass<?> principal Buil derCl ass = (O ass<?>) configs. get (BrokerSecurityConfigs.
PRI NCI PAL_BUI LDER_CLASS_CONFI G ;
Kaf kaPri nci pal Bui | der bui | der;

if (principalBuilderdass == null || principalBuilderd ass == Def aul t Kaf kaPri nci pal Bui | der. cl ass) {
bui I der = new Def aul t Kaf kaPri nci pal Bui | der (ker ber osShor t Narer, ssl Pri nci pal Mapper) ;
} else if (KafkaPrincipal Buil der.cl ass.isAssignabl eFron(principal Buil derd ass)) {
try {
Constructor<?> constructor = principal Buil derC ass. get Const ruct or (Ker ber osShort Naner . cl ass,
Ssl Pri nci pal Mapper. cl ass);
bui | der = (Kaf kaPri nci pal Buil der) constructor.new nstance(kerberosShort Naner,
ssl Pri nci pal Mapper) ;
} catch (NoSuchMet hodException e) {
bui | der = (Kaf kaPrincipal Builder) Utils.new nstance(principal Buil derd ass);
} catch (Instantiati onException | I|llegal AccessException | |nvocationTarget Exception e) {
throw new Runti nmeException("Error instantiating custom Kaf kaPrinci pal Builder", e);
}
} else if (org.apache. kaf ka. common. security. auth. Princi pal Buil der. cl ass. i sAssi gnabl eFrom
(principal Builderd ass)) {
or g. apache. kaf ka. conmon. security. aut h. Princi pal Bui | der ol dPri nci pal Bui | der =
creat ePrinci pal Bui | der (princi pal Bui | derd ass, configs);
bui | der = Def aul t Kaf kaPri nci pal Bui | der. fronQ dPri nci pal Bui | der (aut henti cator, transportLayer,
ol dPri nci pal Bui | der, kerberosShort Narer);

} else {
throw new I nval i dConfi gurati onException("Type " + principal BuilderC ass.getNane() + " is not " +
"an instance of " + org.apache. kaf ka. conmon. security. auth. Princi pal Bui |l der. cl ass. get Nane()
+ " or " +
Kaf kaPri nci pal Bui | der. cl ass. get Name() ) ;
}
if (builder instanceof Configurable)
((Configurable) builder).configure(configs);
return buil der;
}

In this will pass the custom KafkaPrincipalBuilder with SsIPrincipalMapper and kerberosShortNamer objects if Constructor is available.

This approach is solving a problem for a certain Principal type and not all of the principals have to use KerberosShortNamer, it is related if the credentials
are provided by the Kerberos authentication.

Alternative-2: Changes in SslPrincipalMapper

An alternative workaround is to read the configuration and build another SslPrincipalMapper in the custom KafkaPrincipalBuilder implementation. However,
this approach is less efficient and may lead to code duplication. The proposed solution provides a more elegant and efficient way to address the issue.



Alternative-3: Changes in SsIChannelBuilder

In the SsIChannelBuilder class, we will add a new method configurePrincipalBuilder that configures the custom KafkaPrincipalBuilder with
SslPrincipalMapper and kerberosShortNamer:

protected void configurePrincipal Buil der (Map<String, ?> configs) {
/1 inplenentation

}

This method will be called in the ChannelBuilders class to configure the custom KafkaPrincipalBuilder.

Test Plan

The test plan for this KIP includes:
1. Unit tests to ensure that the new methods in ChannelBuilders work as expected.

2. Integration tests to ensure that custom KafkaPrincipalBuilder implementations can access SslIPrincipalMapper and kerberosShortNamer properly.
3. Performance tests to ensure that the proposed changes do not introduce any performance regressions.

Documentation Updates

The official Kafka documentation will be updated to reflect the new methods and their usage in custom KafkaPrincipalBuilder implementations. This
includes updates to the JavaDocs and any relevant sections in the Kafka Security documentation.
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