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Status

Current state: Accepted

Discussion thread: here

JIRA: KAFKA-5142 - KIP-145 - Expose Record Headers in Kafka Connect
Released: 1.1.0

Please keep the discussion on the mailing list rather than commenting on the wiki (wiki discussions get unwieldy fast).

Motivation

KIP-82 introduced Headers into the core Kafka Product, and it would be advantageous to expose them in the Kafka Connect Framework. Whereas Kafka's
headers are simple names with binary values, the Connect API already has a very useful layer for handling different types of data. Connect's header
support should use string names like Kafka but values that are represented using the same types as used for Connect record keys and values. This will
provide consistency with the rest of the Connect framework, and makes it easy for connectors and transforms to access, modify, and create headers on
records.

Public Interfaces

The proposal discussed in this KIP is implemented in this pull request.

Kafka defines a header as having a string name and binary value, but the Connect will represent header values using the same mechanism used for
record keys and values. Each header value may have a corresponding Scheng, allowing connectors and transforms to work with header values, record
keys, and record values in a consistent manner. Connect will define a Header Conver t er mechanism to serialize and deserialize header values in a
manner similar to Convert er framework, and such that the existing Conver t er implementations can also implement Header Convert er . Since
connectors and transformations from different vendors may be combined into a single pipeline, it is important that the different connectors and
transformations can easily convert the header values from the original form into types that the connector and/or transform expect.

This KIP adds several new interfaces and changes a number of the existing public interfaces, and these are outlined below.

Note: The code shown in this KIP excludes JavaDoc for brevity and clarity, but the proposed changes do include JavaDoc for all public APIs and methods.

Connect Header and Headers Interfaces

A new or g. apache. kaf ka. connect . Header interface will be added and used as the public API for a single header on a record. The interface defines
simple getters for the key, the value, and the value's schema. These are immutable objects, and there are also methods to creating a new Header object
with a different name or value.


http://mail-archives.apache.org/mod_mbox/kafka-dev/201704.mbox/%3cAA0D3563-37DB-4821-9280-1B53DEE1C6CB@ig.com%3e
https://issues.apache.org/jira/browse/KAFKA-5142
https://cwiki.apache.org/confluence/display/KAFKA/KIP-82+-+Add+Record+Headers
https://github.com/apache/kafka/pull/4319

package org. apache. kaf ka. connect . header;
public interface Header {

/'l Access the key and val ue
String key(); // never null
Schena schema(); // may be null
bj ect value(); // may be null

/1 Methods to create a copy
Header with(Schema schemn, Object val ue);
Header renanme(String key);

A new or g. apache. kaf ka. connect . Header s interface will also be added and used as the public API for the ordered list of headers for a record. This
is patterned after Kafka client's or g. apache. kaf ka. conmon. header . Header s interface as an ordered list of headers where multiple headers with the
same name are allowed. The Connect Header s interface defines methods to access the individual Header objects sequentially and/or by name, and to
get information about the number of Header objects. It also defines methods to add, remove, and retain Header objects using a variety of signatures that
will be easy for connectors and transforms to use. And since multiple Header objects can have the same name, transforms need an easy way to modify

and/or remove existing Header objects, and the appl y( Header Transform) and appl y(Stri ng, Header Tr ansf or ) methods make it easy to use
custom lambda functions to do this.



package org. apache. kaf ka. connect . header;
public interface Headers extends |terabl e<Header> {

/1 1nformation about the Header instances
int size();

bool ean i sEnpty();

It erator<Header> all WthName(String key);
Header |astWthName(String key);

/1 Add Header instances to this object

Headers add(Header header);

Headers add(String key, SchenaAndVal ue schenmaAndVal ue);
Headers add(String key, Object value, Schema schemm);
Headers addString(String key, String value);

Header s addBool ean(String key, bool ean val ue);

Headers addByte(String key, byte value);

Headers addShort (String key, short value);

Headers addlnt(String key, int value);

Headers addLong(String key, |ong val ue);

Headers addFl oat (String key, float value);

Header s addDoubl e(String key, double value);

Headers addBytes(String key, byte[] value);

Headers addList(String key, List<?> value, Schema schems);
Headers addMap(String key, Map<?, ?> value, Schenma schemm);
Headers addStruct(String key, Struct value);

Headers addDeci mal (String key, BigDecimal val ue);

Headers addDate(String key, java.util.Date val ue);

Headers addTi ne(String key, java.util.Date val ue);

Headers addTi mestanp(String key, java.util.Date val ue);

/1 Renmove and/or retain the | atest Header
Headers clear();

Headers renove(String key);

Headers retainLatest(String key);

Headers retainLatest();

/] Create a copy of this Headers object
Headers duplicate();

/1 Apply transformations to named or all Header objects
Headers appl y(Header Transform transformn;
Headers appl y(String key, HeaderTransformtransforn;

interface Header Transform {
Header appl y(Header header);
}

Connect Records

Every Kafka message contains zero or more header name-value pairs, and so the Connect record classes will be modified to have a non-null Header s
object that can be modified in place. The existing Connect Recor d abstract class is the base class for both Sour ceRecor d and Si nkRecor d, and will be
changed to have the new header s field populated with a Connect Header s object. The signatures of all existing constructors and methods will be
unmodified to maintain backword compatibility, but the existing constructor will populate the new header s field with a Connect Header s object. And, the t
oString(), hashCode(), and equal To( Cbj ect) methods will be changed to make use of the new header s field.

A new constructor and several new methods will be added to this existing class:



package org. apache. kaf ka. connect . connector;
public abstract class Connect Recor d<R extends Connect Recor d<R>> {

/* The following will be added to this class */

private final Headers headers;
public Connect Record(String topic, Integer kafkaPartition,

Schenma keySchema, Object key,

Schenma val ueSchema, Object val ue,

Long timestanp, |terabl e<Header> headers) {
this(topic, kafkaPartition, keySchema, key, valueSchema, value, timestanp);
if (headers == null) {

t hi s. headers = new Connect Headers();
} else if (headers instanceof ConnectHeaders) {
thi s. headers = (Connect Header s) headers;
} else {
t hi s. headers = new Connect Header s( headers);
}
}

publ i c Headers headers() {
return headers;

}

public abstract R newRecord(String topic, Integer kafkaPartition, Schema keySchens,
Obj ect key, Scherma val ueScherma, Cbject value, Long timestanp,
| t er abl e<Header > headers);

The existing Sour ceRecor d class will be modified to add a new constructor and to implement the additional newRecor d(. . . ) method. Again, the
signatures of all existing constructors and methods will be untouched to maintain backward compatibility.

package org. apache. kaf ka. connect . source;
public class SourceRecord extends Connect Recor d<Sour ceRecord> {

/* The following will be added to this class */

public SourceRecord(Map<String, ?> sourcePartition, Map<String, ?> sourceOfset,
String topic, Integer partition,
Schema keySchema, Object key,
Schema val ueSchema, Cbject val ue,
Long timestanp, |terabl e<Header> headers) ({
super(topic, partition, keySchema, key, valueSchema, val ue, tinestanp, headers);
this.sourcePartition = sourcePartition;
this.sourceOfset = sourceCffset;

@verride

public SourceRecord newRecord(String topic, Integer kafkaPartition, Schema keySchenm, Object key, Scherma
val ueSchema, Object val ue,

Long ti mestanp, |terabl e<Header> headers) {
return new SourceRecord(sourcePartition, sourceOfset, topic, kafkaPartition, keySchema, key,

val ueSchema, val ue, tinestanp, headers);

}
}

Likewise, the existing Si nkRecor d class will be modified to add a new constructor and to implement the additional newRecor d(. . . ) method. Again, the
signatures of all existing constructors and methods will be untouched to maintain backward compatibility.



package org. apache. kaf ka. connect . si nk;
public class SinkRecord extends Connect Recor d<Si nkRecor d> {

/* The following will be added to this class */

public SinkRecord(String topic, int partition,
Schema keySchema, Object key, Schema val ueSchemm, bject value, |ong kafkaOfset,
Long ti mestanp, TinmestanpType tinestanpType, |terabl e<Header> headers) {
super (topic, partition, keySchenm, key, valueSchema, value, tinestanp, headers);
this. kaf kalOf f set = kaf kaOf f set ;
this.tinmestanpType = tinmestanpType;
}

@verride

public SinkRecord newRecord(String topic, Integer kafkaPartition, Schema keySchema, Object key, Schema
val ueSchema, Object val ue,

Long timestanp, |terabl e<Header> headers) {
return new SinkRecord(topic, kafkaPartition, keySchemm, key, valueSchemm, value, kafkaOfset(),

tinestanp, tinestanpType, headers);

}
}

Serialization and Deserialization

This proposal adds a new or g. apache. kaf ka. connect . st or age. Header Convert er interface that is patterned after the existing or g. apache.
kaf ka. connect . st or age. Convert er interface except with header-specific method names and signatures.

package org. apache. kaf ka. connect . st or age;
public interface Header Converter extends Configurable, C oseable {

/**

* Convert the header name and byte array value into a {@ink Header} object.
* @aramtopic the name of the topic for the record containing the header

* @ar am header Key the header's key; may not be null

* @aram val ue the header's raw val ue; nay be null

* @eturn the {@ink SchemaAndVal ue}; may not be null

*/

SchenmaAndVal ue toConnect Header (String topic, String headerKey, byte[] value);

/**

* Convert the {@ink Header}'s {@ink Header#val ueAsBytes() value} into its byte array representation.
* @aramtopic the name of the topic for the record containing the header

* @ar am headerKey the header's key; nmay not be null

* @aram schema the schema for the header's value; may be null

* @aram val ue the header's value to convert; nmay be null

* @eturn the byte array formof the Header's value; may be null if the value is null

*/

byte[] fronConnectHeader (String topic, String headerKey, Schema schenm, Object val ue);

| **

* Configuration specification for this set of header converters.
* @eturn the configuration specification; may not be null

*/

ConfigDef config();

Note that unlike Conver t er, the new Header Conver t er interface extends the Conf i gur abl e interface that is now common for Connect interfaces that
may have additional configuration properties.

It is possible for any existing implementation of Convert er to also implement Header Convert er, and all three existing Conver t er implementations in
Connect will be changed accordingly to also implement this new interface by serializing/deserializing header values similarly to how they serialize
/deserialize keys and values:

® StringConverter
® ByteArrayConverter



¢ JsonConverter

A new Header Convert er implementation will be added to convert all built-in primitives, arrays, maps, and structs to and from string representations.
Unlike the St ri ngConvert er that uses thet oSt ri ng() methods, the Si npl eHeader Convert er uses JSON-like representation for primitives, arrays,
maps, and structs, except for simple string values that are unquoted. This form corresponds directly to what many developers would think to serialize

values as strings, and it allos the Si npl eHeader Convert er to parse these any and all such values and most of the time to infer the proper schema. As
such, this will be used for the default Header Convert er used in the Connect worker.

The following table describes how these values will be persisted by the Si npl eHeader Converter.

Schema.
Type

BOOLEAN

BYTE_AR
RAY

INT8
INT16
INT32
INT64
FLOAT32
FLOAT64
STRING

ARRAY

MAP

STRUCT

DECIMAL
TIME
DATE

TIMESTA
MP

Description of string represesntation

Either the t r ue or f al se literals strings

Base64 encoded string representation of the byte array

The string representation of a Java byte.

The string representation of a Java short.

The string representation of a Java int.

The string representation of a Java long.

The string representation of a Java float.

The string representation of a Java double.

The UTF-8 representation of the string, without surrounding quotes.

A JSON-like representation of the array. Array values can be of any type, including primitives and non-primitives.
Embedded strings are quoted. However, when parsing, the schema will only be inferred when all values are of the
same type.

A JSON-like representation of the map. Although most properly-created maps will have the same type of key and
value, maps with any keys and values are also supported. Map values can be of any type, including primitives and

non-primitives. Embedded strings are quoted. However, when parsing, the schema will be inferred only when the
keys are strings and all values have the same type.

A JSON-like representation of the struct. Struct object can be serialized, but when deserialized will always be
parsed as maps since the schema is not included in the serialized form.

The string representation of the corresponding j ava. mat h. Bi gDeci mal .
The 10S-8601 representation of the time, in the format "HH:mm:ss.SSS'Z™.
The 1SO-8601 representation of the date, in the format "YYYY-MM-DD".

The 1SO-8601 representation of the timestamp, in the format "YYYY-MM-DD'T'HH:mm:ss.SSS'Z".

Configuration Properties

Example

{ "foo":
"val ue",
"bar":
"strVal ue",
"baz" :
"other" }

{ "foo":
true, "bar":
"strVal ue",
"baz" 1234 }

16:31:05.387UTC

2017-05-21

2017-05-21T16:31:
05.387UTC

The Connect workers need to be configured to use a Header Convert er implementation, and so one additional worker configuration named header .
convert er will be defined, defaulting to the Si npl eHeader Convert er . A similar configuration property with the same name and default will be added
to the connector configuration, allowing connectors to override the worker's header converter. Note that each Connector task will have its own header
converter instance, just like the key and value converters.

Converting Header Values

Each Header has a value that can be used by sink connectors and simple message transforms. However, the type of the header's values depends on
how the headers were created in the first place and how they were serialized and deserialized. A new set of conversion utility methods will be added to
make it easy for SMTs and sink connectors to convert the header values into a type that it can easily use. These conversions may require both the original
schema and value. The conversions to and from strings use the same mechanism described by the Si npl eHeader Convert er above.



For example, an SMT or sink connector might expect a header value to be a long, and can use these utility methods to convert any numeric value (e.g.,
int, short, String, BigDecimal, etc.). Or, a sink connector might expect a Ti mest anp logical data type, so it can use the Val ues. convert ToTi nest anp
('s, v) method to convert from any ISO-8601 formatted string representation of a timestamp or date, or number of millis past epoch represented as a long
or string.

These utility methods can be used for header values or for any value in keys, values, or within Structs, arrays, and maps.

package org. apache. kaf ka. connect . dat a;
public class Values {

/1 Al methods return null when value is null, and throw a DataException
/1 if the value cannot be converted to the desired type.
/1 1f the value is already the desired type, these nethods sinply return it.

public static Bool ean convert ToBool ean(Schema schema, bject value) throws DataException {...}

public static Byte convertToByte(Schema schema, Object value) throws DataException {...}

public static Short convertToShort(Schena schema, Object value) throws DataException {...}

public static Integer convertTol nteger(Schema schema, bject value) throws DataException {...}

public static Long convertToLong(Schema schema, Object value) throws DataException {...}

public static Float convertToFl oat (Schena schema, Object value) throws DataException {...}

public static Double convertToDoubl e( Schema schena, Object value) throws DataException {...}

public static String convertToString(Schena schema, Cbject value) {...}

public static java.util.Date convertToTi ne(Schema schena, Object value) throws DataException {...}
public static java.util.Date convertToDat e( Schena scherma, Object value) throws DataException {...}
public static java.util.Date convertToTi nestanp(Schena schema, Object value) throws DataException {...}
public static BigDeciml convertToDeci mal (Schema schema, Cbject value, int scale) throws DataException {...}

/'l These only support converting froma conpatible string form which is the sanme
/1 format used in the SinpleHeader Converter described above

public static List<?> convertToList(Object value) {...}

public static Map<?, ?> convertToMap(Object value) {...}

/1l Only supports returning the value if it already is a Struct.
public static Struct convertToStruct (Object value) {...}

Transformations

Several new Simple Message Transformations (SMTs) will also be defined to make it easy for Connect users to move/copy headers into fields on the keys
/values, and to create headers from existing fields on the keys/values.

HeaderFrom

This new transformation moves or copies fields in the key/value on a record into that record's headers. The transformation takes as inputs:
* fiel ds - acomma-separated list of field names whose values are to be copied/moved to headers.
® header s - a comma-separated list of header names, in the same order as the field names listed in the f i el ds configuration property.
® operation - either nove if the fields are to be moved, or copy if the fields are to just copied and left on the record.

The fi el ds and header s properties must contain the same number of literals.

The following is a sample configuration that moves two fields in the records' value into headers on the record, and removes the fields.

transf or ms=noveVal ueFi el dsToHeader

transf or ms. noveVal ueFi el dsToHeader . t ype=or g. apache. kaf ka. connect . t r ansf or ns. Header Fr onVal ue
transf orms. noveVal ueFi el dsToHeader . fi el ds=t xnl d, address

transf or ms. noveVal ueFi el dsToHeader . header s=t xn.i d, address

transf or ms. noveVal ueFi el dsToHeader . oper ati on=nove

HeaderTo

This new transformation moves or copies headers on a record into fields in on that record's key/value. The transformation takes as inputs:



® header s - a comma-separated list of header names to copy/move

* fiel ds - acomma-separated list of field names to be updated with the corresponding header value, in the same order as the field names listed
inthe fi el ds configuration property.

® operation -either nove if the headers are to be moved, or copy if the headers are to just copied and left on the record.

The fi el ds and header s properties must contain the same number of literals.

The following is a sample configuration that copies one header into a field in the record's value, but leaves the header as-is.

transf or me=copyHeader ToVal ueFi el d

transf or ns. copyHeader ToVal ueFi el d. t ype=or g. apache. kaf ka. connect . t r ansf or ns. Header To$Val ue
transf or ms. copyHeader ToVal ueFi el d. fi el ds=t xnl d

transf or ms. copyHeader ToVal ueFi el d. headers=t xn.id

transf or ms. copyHeader ToVal ueFi el d. oper at i on=copy

InsertHeader
This new transformation adds or inserts a header to each record. The transformation takes as inputs:

® header - the name of the header
® value.literal -the literal value that is to be set as the header value on all records.

The following is a sample configuration that sets the app. i d header with a literal string value of best - app- ever on every record:

transf orms=i nsert Appl dHeader

transforns.insertAppl dHeader . t ype=or g. apache. kaf ka. connect . transf orns. | nsert Header
transforms.insertAppl dHeader . header =app. i d

transforns.insertAppl dHeader . val ue. | i t eral =best - app- ever

DropHeaders
This new transformation drops one or more headers from the record. The transformation takes as inputs:

® header s - a comma-separated list of header names to remove from every record.

transf or ms=dr opAppl dHeader
transf orms. dr opAppl dHeader . t ype=or g. apache. kaf ka. connect . t ransf or ms. Dr opHeader s
transf orms. dr opAppl dHeader . header . nanes=app.id, txn.id

Proposed Changes

In addition to the public interface changes defined above, we will also add implementation classes for the new public interfaces.

The or g. apache. kaf ka. connect . header . Connect Header implements the Header interface, and the constructor will be protected to prevent users
from explicitly instantiating this class. Instead, connectors and transforms can instantiate the or g. apache. kaf ka. connect . header . Connect Header s
implementation class and use the methods to add/modify/remove/transform the individual Header objects. Note that the Connect Header s implementatio
n class lazily creates internal data structures, so that instances are by default very lightweight.

Likewise, the Wr ker Task class will be updated to create the correct type of Header Convert er configured through the worker or connector
configuration. The Wor ker Sour ceTask will be changed to pass any headers supplied by the source connector into the Kafka headers for the
message. The Wor ker Si nkTask will also change to process the headers when it processes each record, creating a Connect Header s object for the
message's headers.

See this pull request for more details on the proposed changes.


https://github.com/apache/kafka/pull/4319

Compatibility, Deprecation, and Migration Plan

All changes are binary-compatible, since this proposal changes no existing method signatures and only adds new classes as well as new methods and
constructors to existing classes. Existing Connect worker configuration files will also continue to work, since the only new worker configurations all have
default values. Existing connector, transformation, and converter implementations need change, and headers will be passed through unmodified. The
connector and transform implementations will have to be modified to make use of headers.

Rejected Alternatives

The current proposal is fairly simple to understand, but the implementation is fairly large. This was deemed to be the best solution overall, since it offered
the most simple API for using headers in connectors and transformation. Some other alternatives that were considered included:

1.

g bhw

Reuse the existing Kafka Header and Header s interfaces — This simple alternative would represent the header values only as opaque binary
arrays, making it very difficult for Connect users to combine into data pipelines several connectors and transformations from multiple developers.
It also would mean that the keys and values in Connect records are defined with schemas and various value types, but header values are
handled very differently.

Reuse the existing Kafka Header and Header s interfaces with utility methods — Similar to the previous alternative, except a family of utility
methods would help connector and transform implementations work with headers. This was not clean, and still required connector and transform
implementations to know how to serialize and deserialize the header values.

. Support only string header values — This option is easy to use, but significantly less flexible than Kafka's header support.
. Simpler serialization and deserialization — Modest header interfaces, with limited/simpler serialization and deserialization logic.
. Conversion methods directly on the Header interface, rather than the Val ues. conver t ToX utility methods. Having the conversion methods on H

eader would be easier to use for headers, but the static utility methods serve the same purpose yet can be used anywhere and for any values.

See the history of this page for details on several earlier approaches.
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