KIP-249: Add Delegation Token Operations to
KafkaAdminClient
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Status

Current state: ["Under Discussion"]

Discussion thread: here

JIRA: KAFKA-6447

Please keep the discussion on the mailing list rather than commenting on the wiki (wiki discussions get unwieldy fast).

Motivation

KIP-48 added support for delegation token based authentication mechanism. KIP-48/KAFKA-4541 implemented protocol request and response for
delegation token operations.

This KIP is about adding these delegation token operations to the new Admin Client API.

Public Interfaces

The AdminClient API will have the following new methods added

Admi nCient {
//create del egation token with default options
public CreateDel egati onTokenResult createDel egati onToken()

/lcreate del egation token with supplied options
public abstract CreateDel egati onTokenResult createDel egati onToken(Creat eDel egati onTokenOpti ons opti ons)

//renew del egati on token with default options
publ i c RenewDel egati onTokenResul t renewDel egati onToken(byte[] hmac)

/I renew del egati on token token with supplied options
public abstract RenewDel egati onTokenResult renewDel egati onToken(byte[] hnmac,
RenewDel egat i onTokenQpti ons options);

/lexpire del egation token i mediately
publ i c ExpireDel egati onTokenResul t expireDel egati onToken(byte[] hnac)

/'l expire delegation token with supplied options
public abstract ExpireDel egati onTokenResult expireDel egati onToken(byte[] hmac,
Expi reDel egati onTokenOpti ons options);

/lreturns all the user owned tokens and other tokens where user have Describe perm ssion
public Descri beDel egati onTokenResult descri beDel egati onToken()

/lreturns all the tokens for the given options
public abstract DescribeDel egati onTokenResult descri beDel egati onToken(Descri beDel egati onTokenOpti ons
options);

}

Creat eDel egati onTokenResult's future objects can return the follow ng exceptions:


http://mail-archives.apache.org/mod_mbox/kafka-dev/201801.mbox/%3CCAMVt_Awg%3D85YobdLtQZ5qONboMiWU4B%2BL%3D%3DTD0xquHa94eDygg%40mail.gmail.com%3E
https://issues.apache.org/jira/browse/KAFKA-6447
https://cwiki.apache.org/confluence/display/KAFKA/KIP-48+Delegation+token+support+for+Kafka
https://cwiki.apache.org/confluence/display/KAFKA/KIP-48+Delegation+token+support+for+Kafka
https://issues.apache.org/jira/browse/KAFKA-4541

DELEGATI ON_TOKEN_ REQUEST_NOT_ALLOWED,
I NVALI D_PRI NCI PAL_TYPE
DELEGATI ON_TOKEN_AUTH_DI SABLED

RenewDel egat i onTokenResult and ExpireDel egati onTokenResult's future objects can the throw the follwoing
exceptions:

DELEGATI ON_TOKEN_ REQUEST NOT_ALLOVED,
DELEGATI ON_TOKEN_AUTH_DI SABLED
DELEGATI ON_TOKEN OWNER M SMATCH
DELEGATI ON_TOKEN_EXPI RED

DELEGATI ON_TOKEN_NOT_FOUND

Descri beDel egati onTokenResul t's future object can the throw the fol |l woi ng exceptions:

DELEGATI ON_TOKEN REQUEST NOT_ALLOWED,
DELEGATI ON_TOKEN_AUTH DI SABLED

Proposed Changes

The follow ng classes will be added.

Cr eat eDel egati onTokenResul t, CreateDel egati onTokenOpti ons
RenewDel egat i onTokenResul t, RenewDel egati onTokenOpti ons
Expi reDel egat i onTokenResul t, ExpireDel egati onTokenOpti ons

Descri beDel egati onTokenResul t, Descri beDel egati onTokenOpti ons

public class CreateDel egati onTokenResult {
private final KafkaFuture<Del egati onToken> del egati onToken;

Cr eat eDel egat i onTokenResul t ( Kaf kaFut ur e<Del egati onToken> del egati onToken) {
t hi s. del egati onToken = del egati onToken;

}

/**
* Returns a future which yields a del egation token
*/
publ i ¢ Kaf kaFut ur e<Del egati onToken> del egati onToken() {
return del egati onToken;
}
}

public class CreateDel egati onTokenOpti ons extends Abstract Opti ons<Creat eDel egati onTokenOpti ons> {

/'l default value is -1, This will default the token maxLifeTine to server side config value (delegation.
token. max. lifetine. ns).

private long maxLifeTineMs = -1;

private List<KafkaPrincipal> renewers = new LinkedLi st<>();

public CreateDel egati onTokenOpti ons renewer s(Li st <KafkaPrincipal > renewers) {
this.renewers = renewers;
return this;

}

public List<KafkaPrincipal > renewers() {
return renewers;

}

public CreateDel egati onTokenOpti ons maxlifeTi meMs(l ong maxLifeTi neMs) {
this. maxLi feTi reMs = maxLi f eTi neMs;
return this;



}

public long maxlifeTineMs() {
return nmaxLifeTi neMs;
}
}

public class RenewDel egati onTokenResult {
private final KafkaFuture<Long> expiryTi nestanp;

RenewDel egat i onTokenResul t ( Kaf kaFut ur e<Long> expi ryTi mest anp) {
this.expiryTinestanp = expiryTi nest anp;
}

/**
* Returns a future which yields expiry timestanp
*/
publ i ¢ Kaf kaFut ure<Long> expi ryTi nestanp() {
return expiryTi mestanp;
}
}

public class RenewDel egati onTokenOpti ons extends Abstract Opti ons<RenewDel egati onTokenOpti ons> {

/] default value is -1. This will default the Renew Time period to a server side config value (del egation.
token. expiry.tinme.ns).

private long renewli nePeri odMs = -1;

publ i c RenewDel egati onTokenOpti ons renewTi nePeri odMs(| ong renewTi nePeri odMs) {
t hi s. renewTi nePeri odMs = renewli nePeri odMs;
return this;

}

public | ong renewTi mePeriodMs() {
return renewTi nePeri odMs;
}
}

public class ExpireDel egati onTokenResult {
private final KafkaFuture<Long> expiryTi mestanp;

Expi r eDel egat i onTokenResul t ( Kaf kaFut ur e<Long> expi ryTi mest anp) {
this.expiryTinestanp = expiryTi nest anp;
}

/**
* Returns a future which yields expiry timestanp
*/
publ i ¢ Kaf kaFut ure<Long> expi ryTi nestanp() {
return expiryTi nestanp;

}

public class ExpireDel egati onTokenOpti ons extends Abstract Opti ons<ExpireDel egati onTokenOpti ons> {
//default value is -1. This token will get invalidated i mediately
private long expiryTinePeri odMs = -1;

publ i c ExpireDel egati onTokenOpti ons expiryTi nePeri odMs(| ong expiryTi mePeri odMs) {
this.expiryTi mePeri odMs = expiryTi nePeri odMs;
return this;

}

public long expiryTinePeriodMs() {
return expiryTi mePeri odMs;

}

public class DescribeDel egati onTokenResult {
private final KafkaFuture<List<Del egati onToken>> del egati onTokens;



Descri beDel egati onTokenResul t ( Kaf kaFut ur e<Li st <Del egat i onToken>> del egati onTokens) {
t hi s. del egati onTokens = del egati onTokens;

}

/**
* Returns a future which yields list of delegation tokens
*/
publ i ¢ Kaf kaFut ur e<Li st <Del egati onToken>> del egati onTokens() {
return del egati onTokens;
}
}

public class DescribeDel egati onTokenOpti ons extends Abstract Opti ons<Descri beDel egati onTokenOpti ons> {
//default null vaule indicates to return all the allowed tokens
private List<KafkaPrincipal > owners;

publ i c DescribeDel egati onTokenOpti ons owner s(Li st <Kaf kaPri nci pal > owners) {
this. owners = owners;
return this;

}

publ i c List<KafkaPrincipal > owners() {
return owners;

}

Compatibility, Deprecation, and Migration Plan

® This is a new APl and won't affect existing users.

Rejected Alternatives
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