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Current state: Under Discussion
Discussion thread: here

JIRA: KAFKA-6669

Motivation

The purpose of the change is to accommodate environments without proper DNS support, when KafkaProducer or KafkaConsumer tries to connect to
Kafka brokers that are inside another network.

Currently, Kafka client connection fails with "java.io.|lOException: Can't resolve address" after Kafka cluster metadata is updated with internal DNS names
of brokers, unreachable by Client. The example of such configuration might be a Java Client calling Kafka Cluster from outside of Kubernetes cluster or
AWS network.

The KIP improves NetworkClient to redirect the call to alternative network address and provides developers with additional Configurable interface to
specify redirection rules.

Public Interfaces

Introduce new org.apache.kafka.common.network.Redirector interface that will be used by org.apache.kafka.common.network.Selector to redirect
to alternative broker address.

org.apache.kafka.common.network.Redirector

package org. apache. kaf ka. conmon. net wor k;
import java. net. | net Socket Address;
i nport org. apache. kaf ka. cormon. Confi gur abl e;

public interface Redirector extends Configurable {
public I netSocket Address redirect(lnetSocket Address address);

}

Proposed Changes

With respect to proposed interface the following changes in existing classes are required:

Change org.apache.kafka.common.network.Selector class to accept Redirector instance through constructor and execute it before opening the
connection to broker:

org.apache.kafka.common.network.Selector


https://mail-archives.apache.org/mod_mbox/kafka-dev/201803.mbox/%3CCAL-RTvJUo5Gu9NESQ623=5WqbsHsYBfWuyc2cCwF4YjuxXeGQw@mail.gmail.com%3E
https://issues.apache.org/jira/browse/KAFKA-6669
http://java.io/

@-121,6 +121,7 @ public class Sel ector inplenents Sel ectable, Autod oseable {
private final |dl eExpiryManager idl eExpiryManager;
private final MenoryPool nenoryPool;
private final 1ong | owMenThreshol d;
+ private final Redirector redirector;
/lindicates if the previous call to poll was able to nake progress in reading al ready-buffered data.
//this is used to prevent tight |oops when nenory is not available to read any nore data
private bool ean madeReadProgressLastPol |l = true;
@m-147,7 +148,8 @ public class Sel ector inplenents Sel ectable, Autod oseable {
bool ean recordTi mePer Connecti on,
Channel Bui | der channel Bui | der,
Menor yPool nenoryPool ,
- LogCont ext | ogContext) {

+ LogCont ext | ogCont ext,
+ Redirector redirector) {
try {

this.nioSel ector = java.nio.channel s. Sel ector. open();
} catch (1 OException e) {
@-174,6 +176,21 @ public class Selector inplenments Sel ectable, Autod oseable {
t hi s. menoryPool = nenoryPool ;
this.lowvenThreshold = (long) (0.1 * this. menoryPool.size());
this.log = | ogCont ext. | ogger(Sel ector.class);
this.redirector = redirector;

}

public Selector(int maxReceiveSi ze,
| ong connecti onMaxl dl eMs,
Metrics netrics,
Tine tine,
String netricG pPrefix,
Map<String, String> nmetricTags,
bool ean netricsPer Connecti on,
bool ean recordTi nePer Connecti on,
Channel Bui | der channel Bui | der,
Menor yPool nenor yPool ,
LogCont ext | ogContext) {
t hi s(maxRecei veSi ze, connectionMaxldl eMs, netrics, tinme, nmetricGpPrefix, netricTags,
nmet ri csPer Connecti on, recordTi mePer Connecti on, channel Buil der, nenoryPool, |ogContext, null);
}
public Selector(int maxReceiveSi ze,
@ - 188, 10 +205, 15 @ public class Sel ector inplenments Sel ectable, AutoC oseable {
t hi s(maxRecei veSi ze, connectionMaxldl eMs, netrics, tine, nmetricGpPrefix, netricTags,
netricsPer Connection, false, channel Builder, MenoryPool.NONE, |ogContext);
}
+ public Sel ector(long connectionMaxldl eMs, Metrics nmetrics, Tine tinme, String nmetricG pPrefix,
Channel Bui | der channel Bui | der, LogCont ext |ogContext, Redirector redirector) {
+ t hi s(Net wor kRecei ve. UNLI M TED, connectionMaxldl eMS, netrics, tine, netricGpPrefix, Collections.
<String, String>enptyMap(), true, false, channel Buil der, MenoryPool.NONE, |ogContext, redirector);
+ }

+
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public Selector(long connectionMaxldl eMs, Metrics netrics, Time tine, String netricG pPrefix,
Channel Bui | der channel Bui | der, LogCont ext |ogContext) {
t hi s(Net wor kRecei ve. UNLI M TED, connectionMaxldl eMs, netrics, tinme, metricG pPrefix, Collections.
<String, String>enptyMap(), true, channel Builder, |ogContext);

}
+
/**
* Begin connecting to the given address and add the connection to this nioSelector associated with the
given id
* nunber.
@ -211,6 +233,7 @public class Selector inplenents Sel ectable, AutoCd oseable {
Socket Channel socket Channel = Socket Channel . open();
try {
confi gur eSocket Channel (socket Channel , sendBufferSi ze, receiveBufferSize);
+ address = (redirector !'=null) ? redirector.redirect(address) : address;

bool ean connected = doConnect (socket Channel , address);
Sel ecti onKey key = registerChannel (id, socket Channel, Sel ecti onKey. OP_CONNECT);



Add Redirector configuration support for KafkaConsumer and KafkaProducer as broker.redirector property:

org.apache.kafka.clients.consumer.ConsumerConfig

@-211,6 +211,10 @ public class ConsunerConfig extends AbstractConfig {
public static final String VALUE_DESERI ALI ZER CLASS CONFI G = "val ue. deseri ali zer";
public static final String VALUE_DESERI ALI ZER CLASS DOC = "Deserializer class for value that inplenents
t he <code>org. apache. kaf ka. common. seri al i zati on. Deseri al i zer</code> interface.";
+ [ ** <code>broker. redirector</code> */
+ public static final String BROKER_REDI RECTOR_CLASS CONFI G = "broker.redirector"”;
+ public static final String BROKER REDI RECTOR_CLASS DOC = "Broker redirector class that inplenments the
<code>or g. apache. kaf ka. common. net wor k. Redi rect or </ code> i nterface.";
+
[ ** <code>connections. nax.idl e. ms</ code> */
public static final String CONNECTI ONS_MAX_|I DLE_Ms_CONFI G = Commond i ent Confi gs.
CONNECTI ONS_MAX_| DLE_MS_CONFI G
@ -397,6 +401,11 @@ public class ConsunerConfig extends AbstractConfig {
Type. CLASS,
| npor t ance. Hl GH,
VALUE_DESERI ALI ZER_CLASS_DCC)

+ . def i ne( BROKER_REDI RECTOR_CLASS_CONFI G,
+ Type. CLASS,
+ nul |,
+ | npor t ance. LOW
+ BROKER_REDI RECTOR_CLASS_DOC)
. def i ne( REQUEST_TI MEQUT_M5_CONFI G,
Type. | NT,
305000, // chosen to be higher than the default of max.poll.interval.ns

org.apache.kafka.clients.consumer.KafkaConsumer

@-44,6 +44,7 @i nport org. apache. kaf ka. common. netrics. Metrics;
i mport org.apache. kaf ka. conmon. metrics. Metri csReporter;
i nport org. apache. kaf ka. conmon. metri cs. Sensor;
i mport org. apache. kaf ka. conmon. net wor k. Channel Bui | der ;
+i nport org. apache. kaf ka. cormon. net wor k. Redi r ect or;
i nport org. apache. kaf ka. conmon. net wor k. Sel ect or;
i mport org. apache. kaf ka. conmon. request s. | sol ati onLevel ;
i mport org.apache. kaf ka. conmon. r equest s. Met adat aRequest ;
@ -715,8 +716,9 @@ public class Kaf kaConsuner<K, V> inplenents Consuner<K, V> {
int heartbeatlnterval Ms = config.getlnt(ConsunerConfig. HEARTBEAT_| NTERVAL_MS_CONFI G ;
+ Redi rect or brokerRedirector = config.get Confi guredl nstance( Consuner Confi g.
BROKER_REDI RECTOR_CLASS CONFI G Redirector. cl ass);
Net wor kCl i ent netdient = new NetworkC ient(
- new Sel ect or (confi g. get Long( Consuner Confi g. CONNECTI ONS_MAX_| DLE_MS_CONFI G), netrics, tine,
metri cG pPrefix, channel Builder, |ogContext),
+ new Sel ector (confi g. get Long( Consumner Confi g. CONNECTI ONS_VAX_I DLE_M5_CONFI G, netrics, tinmne,
metri cG pPrefix, channel Buil der, |ogContext, brokerRedirector),
t hi s. net adat a,
clientld,
100, // a fixed large enough value will suffice for max in-flight requests



org.apache.kafka.clients.producer.ProducerConfig

@-181,6 +181,10 @@ public class ProducerConfig extends AbstractConfig {
public static final String VALUE_SERI ALI ZER CLASS CONFI G = "val ue. serial i zer";

public static final String VALUE_SERI ALI ZER CLASS DOC = "Serializer class for value that inplenments the

<code>or g. apache. kaf ka. cormon. seri al i zation. Seri al i zer</code> interface.";
+ [ ** <code>broker.redirector</code> */
+ public static final String BROKER REDI RECTOR CLASS CONFI G = "broker.redirector”;

+ public static final String BROKER _REDI RECTOR_CLASS DOC = "Broker redirector class that inplenments the

<code>or g. apache. kaf ka. common. net wor k. Redi r ect or </ code> interface.";
+
/** <code>connecti ons. max. idl e. ms</ code> */
public static final String CONNECTI ONS_MAX_I DLE_MS_CONFI G = Commpnd i ent Confi gs.
CONNECTI ONS_MAX_| DLE_MS_CONFI G
@-292,6 +296,11 @ public class ProducerConfig extends AbstractConfig {
Type. CLASS,
| npor tance. H GH,
VALUE_SERI ALI ZER_CLASS_DCC)
. def i ne( BROKER_REDI RECTOR_CLASS_CONFI G,
Type. CLASS,
nul |,
| npor t ance. LON
BROKER_REDI RECTOR_CLASS_DOQC)

+ o+ o+ o+ o+

/* default is set to be a bit |lower than the server default (10 mn), to avoid
both client and server closing connection at sane tinme */
. def i ne( CONNECTI ONS_MAX_| DLE_MS_CONFI G,
Type. LONG
org.apache.kafka.clients.producer.KafkaProducer
@ -412,9 +413,10 @ public class Kaf kaProducer<K, V> inplenents Producer<K, V> {
}
Channel Bui | der channel Buil der = CdientUWils.createChannel Buil der(config);
Sensor throttleTi neSensor = Sender.throttl eTi meSensor (netri csRegi stry. senderMetrics);
+ Redi rect or brokerRedirector = config.get Configuredl nstance(Producer Confi g.
BROKER_REDI RECTOR_CLASS_CONFI G Redirector.cl ass);
KafkaCient client = kafkalient !'= null ? kafkaCient : new Networkd ient(
new Sel ect or (confi g. get Long(Producer Confi g. CONNECTI ONS_NMAX_| DLE_MS_CONFI G,
- this.metrics, tinme, "producer", channel Builder, |ogContext),
+ this.metrics, tine, "producer", channel Builder, |ogContext, brokerRedirector),

t hi s. net adat a,
clientld,
max| nfl i ght Request s,

Usa-case example:

Kafka cluster is running in OpenShift as a distributed setup of 5 brokers. Each broker's pod service port is exposed as a separate port on localhost

interface. KafkaProducer connects to cluster from outside of OpenShift environment and specifies bootstrap servers as:

boot strap. server s=l ocal host: 9092, | ocal host: 9093, | ocal host : 9094, | ocal host : 9095, | ocal host : 9096

When message is getting sent, Kafka client recieves clusters metadata with pods internal DNS names and delivery is failed:



DEBUG or g. apache. kaf ka. cl i ents. Net wor kO i ent [ kaf ka- producer - network-thread | producer-1] - [Producer
clientld=producer-1] Initiating connection to node kafka- 2. kaf ka. nyproj ect.svc.cluster.|ocal:9092 (id: 1003
rack: null)
DEBUG or g. apache. kaf ka. cl i ents. Net wor kd i ent [ kaf ka- producer - net work-thread | producer-1] - [Producer
clientld=producer-1] Error connecting to node kafka-2. kafka. myproject.svc.cluster.local:9092 (id: 1003 rack:
nul I')
java.io. | OException: Can't resol ve address: kafka-2. kaf ka. nyproj ect.svc.cluster.|ocal:9092

at org. apache. kaf ka. conmon. net wor k. Sel ect or. doConnect ( Sel ector.j ava: 258)

at org. apache. kaf ka. coomon. net wor k. Sel ect or. connect ( Sel ector.java: 237)

at org.apache. kafka. clients. NetworkC ient.initiateConnect(Networkd ient.java:792)

at org.apache. kaf ka. cl i ents. NetworkCl i ent.ready(Networkd ient.java: 230)

at org.apache. kaf ka. cli ents. producer.internal s. Sender. sendPr oducer Dat a( Sender . j ava: 263)

at org.apache. kaf ka. cl i ents. producer.internals. Sender.run(Sender.java: 238)

at org.apache. kaf ka. cl i ents. producer.internal s. Sender. run(Sender.java: 163)

at java. base/java.l ang. Thread. run(Thread. j ava: 844)
Caused by: java. nio.channel s. Unresol vedAddr essExcepti on

at java. base/sun. ni 0. ch. Net. checkAddress(Net. java: 112)

at java. base/ sun. ni 0. ch. Socket Channel | npl . connect ( Socket Channel | npl . j ava: 622)

at org. apache. kaf ka. conmon. net wor k. Sel ect or. doConnect ( Sel ect or. j ava: 256)

7 nore

Using new KafkaProducer configuration and implementing Redirector interface resolves the problem:

KafkaProducer configuration example

br oker. redirector=customredirector. Cust onBroker Redi rect or

Redirector implementation example

public class CustonBrokerRedirector inplenments Redirector {

@verride
public void configure(Map<String, ?> props) {}

@verride
public | net Socket Address redirect(lnetSocket Address address) {
String host = address. getHostString();
if (host.contains("kafka-0"))
return new | net Socket Address("l ocal host", 9092);
el se if (host.contains("kafka-1"))
return new | net Socket Address("l ocal host", 9093);
else if (host.contains("kafka-2"))
return new | net Socket Address("l ocal host", 9094);
el se if (host.contains("kafka-3"))
return new | net Socket Address("l ocal host", 9095);
else if (host.contains("kafka-4"))
return new | net Socket Address("l ocal host", 9096);
return address;

Compatibility, Deprecation, and Migration Plan

The KIP is fully backward-compatible. If no Redirector configuration specified, Selector will work in the same way.

Rejected Alternatives

® Advertised listeners configuration is not easy to use in environment like OpenShift, when pods are periodically restarted and getting assigned IPs
and DNS names. This will require the deployment script to manipulate each broker configuration on pod startup, which is hard process, if possible
at all. Each replica should have a particular configuration assigned in both Kubernetes and broker that is not always possible, while easier to
control the forwarding process on Kafka Client itself, allowing testing from IDE without deploying the code into Kubernetes.
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